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Executive Summary

The European Central Bank recognized that cyber risk
tripled between 2013 and 2020, with the financial
sector being one of the most exposed.

In this context, the regulatory requirements applying
to the banking sector have been steadily increasing
to make sure that IT and cybersecurity risk
management keep up with innovation, and with
criminal activity.

The digitization cannot be related only to the ICT and
Cyber domains but, on the contrary, pertains to the
entire corporate business. In accordance with this
perspective, the direction towards which the new
Regulation points, published in the EU’s Official Journal
on 27 December 2022, is to develop an intelligence
strategy, including the following domains in the
analysis of threats and risk: geopolitical, economic
and regulatory.

Digital Operational Resilience Act (DORA) Regulation
entered into force 20 days after the EU publication
and shall apply from 17 January 2025.
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In 2019, the European Supervisory Authorities (ESAs) highlighted the need for legislative improvements on ICT risk management and

cybersecurity leading to the proposal for an EU regulation.

▪ DORA is part of a larger package, known as "Digital Finance" and which also includes a proposal on crypto-asset markets (MiCA)

and a proposal on distributed ledger technology (DLT ).

On 10th November 2022, this DORA EU Regulation has been voted by the European Parliament.

▪ The scope of application of the DORA Regulation is universal and mandatory, thus expanding the traditional perimeter, going

beyond traditional financial institution, including a wide range of players from the financial sector: Banks, investment firms, and

payment and e-money institutions; Management companies Managers of alternative investments Insurance and reinsurance

undertakings Critical ICT third party service providers.

▪ DORA Regulation reinforces supervisors’ requirements on digital risks and incidents related to ICT, establishes recurring exhaustive

tests on ICT systems, and oversight of the risks derived from the dependency of ICT service providers by the financial sector.

Further to the vote by the European Parliament and to the adoption by the Council, the final text has been published in the EU’s Official

Journal on 27 December 2022.

▪ DORA Regulation will enter into force 20 days after the publication and shall apply from 17 January 2025.

▪ In the meantime, the ESAs will work on DORA’s implementation through the publication of several regulatory and implementation

technical standards, as well as guidelines.

▪ The ESAs recently published their work programs 2023, which count DORA’s implementation among their top priorities. The first

consultation papers are expected in May 2023.

https://www.esma.europa.eu/sites/default/files/library/jc_2019_26_joint_esas_advice_on_ict_legislative_improvements.pdf
https://www.esma.europa.eu/sites/default/files/library/jc_2019_26_joint_esas_advice_on_ict_legislative_improvements.pdf
https://eur-lex.europa.eu/resource.html?uri=cellar:f69f89bb-fe54-11ea-b44f-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0594&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R2554&from=EN
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ICT Risk 

Management 

ICT-related 

Incident 

Management, 

Classification, 

Reporting

Digital 

Operational 

Resilience 

Testing 

Managing Of 

ICT Third-party 

Risk

Information 

Sharing 

Arrangements

▪ Financial institutions will be required to set up and maintain resilient ICT systems and implement 

comprehensive business continuity policies. 

▪ Institutions will need to ensure they are monitoring risks emanating from the reliance on critical providers. 

▪ Financial institutions will be required to establish and implement a management process to monitor and 

log ICT-related incidents, be able to classify the incident according to the criteria detailed and ensure 

reporting of incidents to the relevant authorities.

▪ Elements within the ICT risk management framework should be periodically tested for preparedness. Any 

weaknesses, deficiencies or gaps must be identified and promptly eliminated.

▪ Financial institutions will be required to demonstrate robust controls around third-party risk management: 

a) Defining a strategy and associated policy

b) Conducting due diligence and risk assessments on critical providers

c) Creating a mapping between critical providers and the business functions which they support.

▪ Financial institutions should conduct information sharing with regulators and other financial institutions. 

▪ This will support early identification of new threats across the industry, allow financial institutions to 

implement mitigating controls and help reduce the impact of threats to all financial institutions. 
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Governance and 

Organisation

Financial entities shall have in place an internal governance and control framework that ensures an effective and prudent

management of ICT risk in order to achieve a high level of digital operational resilience.

The management body of the financial entity shall define, approve, oversee and be responsible for the implementation of

all arrangements related to the ICT risk management framework. The management body shall:

(a) Bear the ultimate responsibility for managing the financial entity’s ICT risk;

(b) Put in place policies that aim to ensure the maintenance of high standards of availability, authenticity, integrity and

confidentiality, of data;

(c) Set clear roles and responsibilities for all ict-related functions and establish appropriate governance arrangements to

ensure effective and timely communication, cooperation and coordination among those functions;

(d) Bear the overall responsibility for setting and approving the digital operational resilience strategy, including the

determination of the appropriate risk tolerance level of ICT risk of the financial entity;

(e) Approve, oversee and periodically review the implementation of the financial entity’s ICT business continuity policy

and ICT response and recovery plans;

(f) Approve and periodically review ICT internal audit plans, ICT audits and material modifications to them;

(g) Allocate and periodically review the appropriate budget to fulfil the financial entity’s digital operational resilience

needs in respect of all types of resources;

(h) Approve and periodically review the financial entity’s policy on arrangements regarding the use of ICT services

provided by ICT third-party service providers;

(i) Put in place reporting channels enabling it to be duly informed of arrangements concluded with ICT third-party

service providers on the use of ICT services, any relevant planned material changes regarding these providers, and

the potential impact of such changes on the critical or important functions subject to those arrangements.
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ICT Risk 

Management 

Framework

Financial entities shall have a sound, comprehensive and well-documented ICT risk management framework as part

of their overall risk management system, which enables them to address ICT risk quickly, efficiently and

comprehensively and to ensure a high level of digital operational resilience.

▪ The ICT risk management framework shall include at least strategies, policies, procedures, ICT protocols and tools

that are necessary to duly and adequately protect all information assets and ICT assets.

▪ Financial entities shall assign the responsibility for managing and overseeing ICT risk to a control function and

ensure an appropriate level of independence of such control function in order to avoid conflicts of interest.

ICT Systems, 

Protocols And 

Tools

Financial entities shall use and maintain updated ICT systems, protocols and tools that are:

a) Appropriate to the magnitude of operations supporting the conduct of their activities;

b) Reliable;

c) Equipped with sufficient capacity to accurately process the data necessary for the performance of activities and

the timely provision of services;

d) Technologically resilient.

Identification

Financial entities shall identify, classify and adequately document all business functions, process, roles and

responsibilities, the information assets and ICT assets in relation to ICT risk.

▪ Financial entities shall, on a continuous basis, identify all sources of ICT risk.

Protection 

Prevention 

For the purposes of adequately protecting ICT systems and with a view to organising response measures, financial

entities shall continuously monitor and control the security and functioning of ICT systems and tools and shall minimise

the impact of ICT risk on ICT systems.
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Detection Financial entities shall have in place mechanisms to promptly detect anomalous activities.

Response 
Recovery

Financial entities shall:

▪ Put in place a comprehensive ICT business continuity policy, forming an integral part of the overall
business continuity policy of the financial entity.

▪ Conduct a business impact analysis of their exposures to severe business disruptions.

Backup and 
Restoration

For the purpose of ensuring the restoration of ICT systems and data with minimum downtime, limited
disruption and loss, financial entities shall develop and document backup policies and procedures
specifying the scope of the data that is subject to the backup, the minimum frequency of the backup
and restoration and recovery procedures and methods.

Learning and 
Evolving 

For the purposes of adequately protecting ICT systems and with a view to organising response measures,
financial entities shall continuously monitor and control the security and functioning of ICT systems and
tools and shall minimise the impact of ICT risk on ICT systems.

Communication 

Financial entities shall have in place crisis communication plans enabling a responsible disclosure of, at
least, major ICT-related incidents or vulnerabilities to clients and counterparts as well as to the public, as
appropriate.
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ICT-related 
Incident 

Management 
Process

Financial institutions must define, establish and implement an ICT incident management process to
detect, manage and report ICT-related incidents.

▪ In the management process, the necessary roles and responsibilities and the procedures for
responding to incidents are established, in order to mitigate their impact and ensure the timely

operation and safety of services.

▪ All ICT incidents and significant cyber threats must register and establish appropriate procedures and
processes to ensure consistent and integrated monitoring, management and follow-up of ICT-related
incidents.

Classification 
ICT-related 

Incidents and 
Cyber Threats

Classifications of ICT-related incidents must be done according to the following criteria:

a) The number and/or relevance of customers or financial counterparties involved and whether these
caused reputational problems impact;

b) The duration of the ICT incident;

c) Geographic spread;

d) Data losses;

e) The criticality of the services involved, including the transactions and operations of the financial
entity;

f) The economic impact (direct and indirect costs and losses).
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Reporting of  
ICT-Related 

Incidents 

Significant ICT-related incidents are reported to the competent authority responsible for carrying out the
designated functions and duties

▪ Significant institutions can notify significant cyber threats to the national competent authority, which
forwards the notification to the ECB.

▪ When a serious ICT incident affects the financial interests of customers, they must be promptly
informed, together with the measures taken to mitigate the negative effects of such an incident.

Supervisory 
Feedback

The competent authority shall provide in a timely manner relevant and proportionate feedback or high-

level guidance to the financial entity and may discuss remedies and ways to minimize adverse impact
across the financial sector.

▪ Without prejudice to the supervisory feedback received, financial entities shall remain fully

responsible for the handling and for consequences of the ICT-related incidents reported.

▪ The ESAs shall issue warnings and produce high-level statistics to support ICT threat and vulnerability
assessments.
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General 

Requirements 

Testing

The Digital Operational Resilience Testing program comprises assessments, tests, methodologies, practices and tools.

▪ Financial entities ensure that tests are carried out by independent parties, and that any conflicts of interest are

avoided during the test design and execution phases.

▪ They establish procedures and policies for prioritizing data problems encountered during the execution of the

tests, to classify them and remedy them;

▪ They establish the methodologies of internal validations to ascertain that any weaknesses, deficiencies or gaps

that have been identified are fully face yourself.

Testing of ICT 

Tools and Systems 

The digital operational resilience testing programme shall provide the execution of appropriate tests, such as:

▪ Vulnerability assessments and scans,

▪ Open-source analyses,

▪ Network security assessments,

▪ Gap analyses,

▪ Physical security reviews,

▪ Questionnaires and scanning software solutions,

▪ Source code reviews where feasible,

▪ Scenario-based tests,

▪ Compatibility testing,

▪ Performance testing,

▪ End-to-end testing,

▪ Penetration testing.
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Advanced Testing 

of ICT Based on 

TLPT 

The financial entities in also identified tests that require at least 3 years of advanced experimentation using Threat-Led

Penetration Testing (TLPT) and differ from others according to their risk profile.

▪ Each threat-led penetration test shall cover several or all critical or important functions of a financial entity and shall

be performed on live production systems supporting such functions.

▪ The result of this assessment shall determine the precise scope of TLPT and shall be validated by the competent

authorities.

▪ The authority receives a summary of the relevant findings, remediation plans and documentation demonstrating that

the TLPT was conducted in compliance with requirements; this will then provide an attestation confirming the

execution of the tests in compliance with the requirements highlighted in the documentation.

Requirements for 

Testers for the 

Carrying out of 

TLPT

Financial entities shall only use testers for the carrying out of TLPT, which possess the following characteristics:

a) Are of the highest suitability and reputability;

b) Possess technical and organisational capabilities and demonstrate specific expertise;

c) Are certified by an accreditation body in a member state or adhere to formal codes of conduct or ethical

frameworks;

d) Provide an independent assurance, or an audit report, in relation to the sound management of risks associated with

the carrying out of TLPT;

e) Are duly and fully covered by relevant professional indemnity insurances, including against risks of misconduct and

negligence.

f) For contracts concluded with external testers sound management of TLPT results is required and that any processing of

data, including any generation, storage, aggregation, draft, report, communication or destruction, does not create

risk for the financial institution.
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General Principles

Third-party ICT risk must comply with the following principles:

(a) Financial institutions remain fully responsible for compliance with and performance of all obligations

(b) Factors such as the nature, scope, complexity and importance of ICT-related dependencies should be considered.

Financial entities must maintain and update a record of information relating to all contractual arrangements distinguishing

those that cover ICT services in support of critical or important functions from those that do not.

▪ Financial entities shall report at least yearly to the competent authorities on the number, the categories, the type of

contractual arrangements and the ICT services and functions which are being provided.

Before entering into a contractual arrangement on the use of ICT services, financial entities shall:

a) Assess whether the contractual arrangement covers the use of ICT services supporting a critical or important function;

b) Assess if supervisory conditions for contracting are met;

c) Identify and assess all relevant risks in relation to the contractual arrangement;

d) Undertake all due diligence on prospective ICT third-party service providers and ensure throughout the selection and

assessment processes that the ICT third-party service provider is suitable;

e) Identify and assess conflicts of interest that the contractual arrangement may cause.

The termination of the contractual agreements is provided for any one for the following circumstances:

a) Violation by the third party ICT service provider of applicable laws, regulations or contractual conditions;

b) Circumstances deemed likely to alter the exercise of functions;

c) Deficiencies of the third party ICT service provider regarding its ability to manage cyber risks.
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Preliminary 

Assessment

Financial entities must anticipate the consequences that the conclusion of a contractual agreement may have, when:

(a) It is not easily replaceable;

(b) There may be multiple contractual arrangements relating to the provision of ICT services with closely providers.

(c) There may be an ICT services subcontracted

Key Contractual 

Provisions

The rights and obligations of the financial entity and the third-party ICT service provider must be clearly assigned and set

out:

a) A clear and complete description of all ICT functions and services;

b) The locations where ICT services are to be provided and where data is to be processed;

c) Availability, authenticity, integrity and confidentiality in relation to data protection, including personal data;

d) Provisions to ensure access, retrieval and return of personal and non-personal data processed by the financial entity

in the event of insolvency, resolution or cessation of operations, or in the event of termination of contractual

agreements;

e) Service level descriptions, including updates and related revisions;

f) The obligation to assist in the event of an ICT incident related to the ICT service;

g) The obligation of the third-party ICT service provider to fully cooperate with the competent authorities;

h) Right to terminate contractual agreements;

i) ICT security awareness of financial institutions and training programs on digital operational resilience.

Designation of 

Providers

The designation of the supplier is based on criteria regarding:

(a) The systemic impact on the stability, continuity or quality of the supply;

(b) The dependence of the financial entities on the services provided by the relevant third-party ICT service provider;

(c) The degree of substitutability of the supplier.
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Structure

Focus on Oversight Framework:

ESAs shall appoint, as Lead Overseer for each critical ICT third-party service provider, the ESA that is responsible

for the financial entities having together the largest share of total assets out of the value of total assets of all

financial entities using the services of the relevant critical ICT third-party service provider

▪ The Joint Committee establishes the Supervisory Forum as a sub-committee to support the work of the Joint

Committee and the Lead Overseer and prepares draft common positions and promoting a consistent

approach to monitoring cyber risks arising from third parties at Union level.

▪ The collective assessment of the outcomes and results of the supervisory activities carried out on all suppliers

of critical third-party ICT services is envisaged annually.

▪ It is possible to start for possible improvements regarding the digital operational resilience of financial

institutions and useful methods to contrast and mitigate the risk of ICT concentration and cross-sector transfer.

Lead Overseer

The Lead Overseer will conduct the oversight of the assigned Third Party Critical ICT Service Providers and will, for

the purposes of all oversight matters, be the primary point of contact:

▪ Assess whether each vendor has comprehensive, robust and effective rules, procedures, mechanisms and

agreements in place to manage the ICT risk they could pose to financial institutions.

▪ Adopt a clear, detailed and motivated individual surveillance plan where it describes the annual monitoring

objectives and the main planned monitoring actions, which must be communicated annually.

The competent authorities may take measures concerning such critical ICT third-party service providers only in

agreement with the Lead Overseer.
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Information-
sharing 

Arrangements

Financial entities may exchange amongst themselves cyber threat information and intelligence,
including indicators of compromise, tactics, techniques, and procedures, cyber security alerts and
configuration tools, to the extent that such information and intelligence sharing:

(a) Aims to enhance the digital operational resilience of financial entities limiting or impeding the cyber

threats’ ability to spread, supporting defence capabilities, threat detection techniques, mitigation
strategies or response and recovery stages;

(b) Takes places within trusted communities of financial entities;

(c) Is implemented through information-sharing arrangements that protect the potentially sensitive

nature of the information shared.

Financial entities shall notify competent authorities of their participation in the information-sharing
arrangements upon validation of their membership, or, as applicable, of the cessation of their
membership, once it takes effect.
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Addressing third-party vulnerabilities is one of the key challenges of building operational resilience.

▪ DORA introduces the supervisory framework for third-party suppliers of critical services, attributing new powers to the

ESAs to supervise third-party suppliers and manage the risks.

▪ DORA imposes several new requirements for third party risk management.

▪ This can become particularly impactful for Fintech, whose dependence on digital platforms could potentially

make them more exposed to ICT risk and require greater supervisory control over this risk.

DORA introduces the concept of operational resilience, going beyond the previous guidelines focused on cyber and IT risk,

with a new holistic approach aimed at strengthening resilience to digital disruptions.

▪ Operational resilience prompts the institutions to build a higher level of resilience to such disruptions.

▪ This assumption will imply an ongoing dialogue between companies and authorities

DORA envisages clear operational resilience responsibilities for management, which will have to assume a leading role in

the implementation of solutions to achieve the standards set by the new regulatory framework.

▪ The process of strengthening operational resilience will require investment decisions by Top Management.

The 24-month implementation period will challenge most companies in the financial sector:

▪ DORA introduces an ongoing resilience management approach to companies in the financial sector, based on a

constant review and evolution process that will have long-term implications.

▪ DORA requires companies to promptly identify critical or important functions as a focal point for addressing the controls

to strengthen their resilience.

Addressing third-party vulnerabilities is one of the key challenges of building operational resilience.

▪ DORA introduces the supervisory framework for third-party suppliers of critical services, attributing new powers to the

ESAs to supervise third-party suppliers and manage the risks.

▪ DORA imposes several new requirements for third party risk management.

▪ This can become particularly impactful for Fintech, whose dependence on digital platforms could potentially

make them more exposed to ICT risk and require greater supervisory control over this risk.
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