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Executive Summary
Artificial Intelligence (AI) is a fast-evolving family of technologies that can bring a
wide array of economic and societal benefits across the entire spectrum of
industries and social activities. However, the same elements and techniques that
drive the socio-economic benefits of AI can also bring new risks or negative
consequences for individuals or for the society. In particular, these risks for the
financial sector could be related to unintended bias or discrimination against, i.e.
certain groups of consumers, underpricing of financial products or systematic
errors in underwriting new financial consumers. Benefits and risks are the main
reasons that lead the supervisors and regulators to set some initial principles and
guidelines, in order to manage risks, without excluding any firms from the use of
such technology. In this paper there will be a drill-down of some European-level
initiatives on AI. In particular, the European Commission’s proposal for regulation
on Artificial Intelligence published in April 2021 will be analyzed in Part I.
Subsequently, the principles for the use of big data algorithms and artificial
intelligence in decision-making processes published by BaFin in June 2021 will be
proposed in Part II. Finally, the analysis of the European Banking Authority
published in June 2021 on the benefits and challenges for financial institutions and
supervisors on RegTech solutions will be proposed in the last Part of this paper.
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rtificial Intelligence (AI) is a fast-evolving family of technologies that can bring a wide
array of economic and societal benefits across the entire spectrum of industries and social
activities. A definition of a such technology is given through a document of the Financial
Stability Board (FSB) [10], stating that “the application of computational tools to address tasks
traditionally requiring human sophistication is broadly termed ’artificial intelligence’ ”. Secondly,
in this document could be found also a slightly different type of intelligence, defined as Machine
Learning (ML), namely a “method of designing a sequence of actions to solve a problem, known
as algorithms, which optimize automatically through experience and with limited or no human
intervention”.
By improving prediction, optimizing operations and resource allocation, and by personalizing
service delivery, the use of artificial intelligence can support socially and environmentally beneficial
outcomes and provide key competitive advantages to companies as well as to the entire economy.
However, the same elements and techniques that drive the socio-economic benefits of AI can also
bring new risks or negative consequences for individuals or for the society. These risks for the
financial sector could be related to unintended bias or discrimination against certain groups of
consumers, underpricing of financial products or systematic errors in underwriting new financial
consumers. Benefits and risks are the main reasons that lead the supervisors to set some initial
principles and guidelines, in order to manage risks, without excluding any firms from the use of
such technology [14].
To enjoy the benefits brought by AI, avoiding that the risks entailed could impact the fundamental
rights, supervising and regulatory authorities are starting to put in place frameworks on AI
governance. Even though these regulatory frameworks are still at an early stage (with the only
exception of European Union, where there is already a legislative proposal), there are common
principles:

A

• Reliability and soundness (avoid harm due to inaccurate decisions arising from inherent bias
in the data inputs or modelling approach);
• Accountability (put “human-in-the-loop” as a necessity to ensure fair and ethical decisions);
• Transparency (on how the AI system arrived to a certain conclusion, documenting how the
system was developed, processed and what kind of data set was used, and disclosing to the
subjects all the AI-driven decisions, data used, consequences of AI decisions on them);
• Fairness (addressing or preventing biases in AI algorithms that could lead to discriminatory
outcomes);
• Ethics (customers will not be exploited or harmed, e.g. privacy and data protection, equality,
diversity, inclusion and social justice).
Given the above high-level principles relating to AI governance frameworks to ensure that the
risks of using AI systems can affect fundamental rights, the US, UK and European authorities have
among others taken the following measures described in the following paragraphs.
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In the US, on 31 March 2021, the Office of the Controller of the Currency (OCC) and other
members of the Federal Financial Institutions Examination Council requested information on
financial institutions’ use of Artificial Intelligence, including machine learning through the document
“Artificial Intelligence: Request for Information on Financial Institutions’ Use of Artificial Intelligence,
Including Machine Learning” [13]. The request seeks information to understand respondents’ views
on the use of AI for the provision of financial services and for other business or operational
purposes. The request also seeks respondents’ views on appropriate governance, risk management,
and controls, and any challenges in developing, adopting, and managing AI systems. The request of
information invites comments on such topics as: explainability, risks from broader or more intensive
data processing and usage, overfitting, cybersecurity risk, dynamic updating, community banks’
use of Artificial Intelligence, oversight of third parties, fair lending.
Bank of England in the working paper: “Comparing minds and machines: implications for
financial stability” [2] characterizes possibilities and challenges in designing partnerships that
combine the strengths of both minds and machines. Bank of England provided evidence that
AI agents have the ability to take over relevant tasks in the market, often performing better than
humans. However, AI systems are prone to unethical behaviors as they do not know what is
good and what is not and have no inherent values. In conclusion, for the analysts of Bank of
England, AI system should not be responsible for risk management, design of economic policies, or
autonomous supervision in a financial institution. Furthermore, Bank of England in the working
paper “The impact of machine learning and big data on credit markets” [3] provides a model in
which traditional banks compete with FinTech (innovative) banks that screen borrowers using ML
and shows that the impact of such technologies depends on the characteristics of the market (e.g.,
borrower mix, cost of innovation, intensity of competition, precision of innovative technology, etc.).
The EU’s approach on Artificial Intelligence is centred on excellence and trustworthiness, aiming
to boost research and industrial capacity and ensure fundamental rights. In 2018 the European
commission published a European AI Strategy [5], where it encouraged both public and private
sectors to increase investments in AI research and to prepare to socio-economic changes brought by
AI.
As with any disrupting technology, AI may raise new ethical and legal issues, related to liability
or potentially biased decision-making process. For that reason, after several extensive stakeholder
consultations, the High-Level Expert Group on Artificial Intelligence (HLEG) developed Guidelines
for Trustworthy AI in 2019 [11]. According to the Guidelines, a trustworthy AI system should be
compliant with all applicable laws and regulations and should be ethical and robust both from a
technical perspective and taking into account its social environment impact. On the 17 of July 2020,
AI HLEG presented their Final Assessment List for Trustworthy Artificial Intelligence [12]. The Ethics
Guidelines introduced the concept of Trustworthy AI, based on seven key requirements: human
agency and oversight, technical robustness and safety, privacy and data governance, transparency,
diversity, non-discrimination and fairness, environmental and societal well-being and accountability.
In parallel, the first Coordinated Plan on AI was published in December 2018 as a joint commitment with Member States [6]. This plan brings together a set of concrete and complementary
actions at EU, national and regional level in view of: boosting investments and reinforcing excellence
in AI technologies and applications which are trustworthy and “ethical and secure by design”;
develop and implement, in partnership with the industrial sector and the Member States, shared
agendas for industry-academia collaborative Research and Development (R&D) and innovation;
adapting learning and skilling programs and systems to prepare the European society and its future
generations for AI; building up essential capabilities in Europe underpinning AI; implementing
clear ethics guidelines for the development and the use of AI in fully respect of fundamental
rights; reviewing the existing national and European legal framework to adapt them to the specific
challenges. Following the aim of the Coordinated Plan to build a common European approach to
AI, the Commission published in 2020 the White Paper on AI [8]. The purpose of the White Paper is
to set out policy options on how to achieve the twin goals of promoting the uptake of AI and of
addressing the risks associated with certain uses of this new technologies. The Commission invites
Member States, other European institutions, and all stakeholders, including the industrial sector,
social partners, civil society organizations, researchers, the public in general and any interested
party, to react to the options below and to contribute to the Commission’s future decisions in this
www.iasonltd.com
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domain. The White Paper was accompanied by a “Report on the safety and liability implications
of Artificial Intelligence, the Internet of Things and robotics” concluding that the current product
safety legislation contains a number of gaps that needed to be addressed, notably in the Machinery
Directive [9].
With regard to the application of Artificial Intelligence in the EU financial sector, the following
publications are also of particular importance:
• In April 2021 the European Commission published a proposal for a Regulation on Artificial
Intelligence which introduces a comprehensive, harmonized, regulatory framework for AI
[7]. The new rules and actions aim to turn Europe into a global hub for trustworthy Artificial
Intelligence systems. The new regulation will guarantee the safety and the fundamental rights
of people and businesses, while strengthening the AI uptake, investments and innovation
across the EU. Once adopted by the European Parliament, the Artificial Intelligence Act will
be directly applicable across all Member States.
• On 15 June 2021, BaFin (Bundesanstalt fÃ¼r Finanzdienstleistungsaufsicht - Federal Financial
Supervisory Authority) published the paper “Big data and Artificial Intelligence: Principles
for the use of algorithms in decision-making processes” [1]. Those principles are intended
to promote the responsible use of Big Data and Artificial Intelligence (BDAI) and facilitate
control of the associated risks. In order to formulate the principles as precisely as possible, the
algorithm-based decision-making process was broken down into two very simplified phases:
development and application. BaFin principles are expected to stimulate discussion with a
range of stakeholders, including the ECB and the ESAs.
• The European Banking Authority (EBA) published on 29 June 2021, an analysis of the current
RegTech landscape in the EU [4]. The report assesses the overall benefits and challenges
faced by financial institutions and RegTech providers on the use of RegTech. The report also
identifies potential risks arising from RegTech solutions that supervisors will face and proposes
actions designed to enhance knowledge and skills of competent authorities. The EBA report
provides a deep-dive analysis into the five most frequently used RegTech segments: Anti
Money-Laundering/Countering the Financing of Terrorism (AML/CFT), fraud prevention,
prudential reporting, ICT security and creditworthiness assessment.
In the rest of the document there will be a more in-depth drill-down of the publications at
European level mentioned above. In particular, the next chapter will deal with the European Commission’s proposal for a regulation on Artificial Intelligence published in April 2021. Subsequently,
the principles for the use of big data algorithms and artificial intelligence in decision-making
processes addressed by BaFin in June 2021. Finally, the analysis proposed in June 2021 by the
European Banking Authority on the benefits and challenges for financial institutions and supervisors
on RegTech solutions.

Part I

EC Regulation Proposal on Artificial
Intelligence (AI)
In April 2021, the European Commission published a proposal for a Regulation on Artificial
Intelligence (AI) which introduces a comprehensive, harmonized, regulatory framework for AI
[7]. The regulatory proposal aims to provide to AI provider, importer, distributors, authorized
representatives and users with clear requirements and obligations regarding specific uses of AI. At
the same time, the proposal seeks to reduce administrative and financial burdens for business, in
particular for small and medium-sized enterprises (SMEs).
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1.

Regulatory Framework

Artificial Intelligence (AI) is a fast-evolving family of technologies that can bring a wide array of
economic and social benefits across the entire spectrum of industries and social activities. The use of
Artificial Intelligence can support socially and environmentally beneficial outcomes and provide key
competitive advantages to companies and the European economy. However, the same elements and
techniques that drive the socio-economic benefits of AI can also bring about new risks or negative
consequences for individuals or the society (i.e. safety and security, fundamental rights, difficulty
to verify compliance with the existing rules, legal uncertainty for companies, lack of trust among
business and citizens, regulatory responses that fragment EU market).
In light of the speed of technological change and these possible challenges, the EU is committed
to strive for a balanced approach: “It is in the Union interest to preserve the EU’s technological
leadership and to ensure that Europeans can benefit from new technologies developed and functioning according to Union values, fundamental rights and principles”. A solid European regulatory
framework for trustworthy AI will also ensure a level playing field and protect all people, while
strengthening the European competitiveness and industrial basis in AI.
The European Commission Regulation proposal on Artificial Intelligence defines common mandatory requirements applicable to the design and development of certain AI systems before they are
placed on the market that will be further made operation although harmonized technical standards
and addresses the situation after AI systems have been placed on the market by harmonizing the way
in which ex-post controls are conducted. The Commission puts forward the proposed regulatory
framework with the following specific goals:
• Ensure that AI systems placed on the market and used in the EU are safe and respect the
existing laws on fundamental rights and values of the EU;
• Enhance governance and effective application of existing law on fundamental rights and on
safety requirements that are applicable to AI systems;
• Ensure legal certainty to facilitate investments and innovation in AI;
• Facilitate the development of a single market for legal, safe, and trustworthy AI systems, and
prevent market fragmentation.
The goals of this proposal can be better achieved at Union level. A solid European regulatory
framework for trustworthy AI systems will also ensure a level playing field and protect all people, while strengthening the European competitiveness and industrial basis in AI. The European
Parliament and the Member States will need to adopt the Commission’s proposals on a European
approach for Artificial Intelligence and on Machinery Products in the ordinary legislative procedure
and should be integrated into the existing obligations and procedures under Directive 2013/36/EU
(CRD IV). Once adopted, the Regulations will be directly applicable across the EU. In parallel, the
Commission will continue to collaborate with Member States to implement the actions announced
in the Coordinated Plan. Member States will have to designate one or more National Competent
Authorities (NCAs) for the purpose of supervising the application and implementation of the
regulation. The European Artificial Intelligence Board is a cooperation mechanism of governance,
that will collect and share expertise and best practices among Member States, contribute to uniform administrative practices in the Member States, issue opinions or recommendations on this
Regulation. The European Data Protection Supervisor will act as the competent authority for the
supervision of the Union institutions, agencies and bodies.
The proposal is grounded on a risk-based and future-proof approach: some particularly harmful
AI practices are prohibited as these are against the values of the Union; furthermore, predictable,
proportionate and clear obligations are also placed on providers and users of high-risk systems.
Moreover, the framework will conceive specific measures supporting innovation.

www.iasonltd.com
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2.
2.1

Risk-based Approach

Risk Levels

The European Commission proposed a risk-based approach to identify the different categories of AI
systems. In this sense, four risk levels, associable to AI systems, have been identified (Figure 1):
1. Unacceptable risk: all AI systems in this class are prohibited because of a clear threat to the
safety, livelihoods and rights of people.
2. High risk: these AI systems are not prohibited at all. However, in order to be placed on
the market, they are subjected to mandatory requirements and a conformity assessment.
Furthermore providers, importers, distributors, authorized representatives and users are
subject to strict obligations.
3. Limited-risk: AI systems with limited risk are subjected to specific transparency requirements.
4. Lower-risk: they represent the vast majority of AI systems with minimal risk or no risk,
allowed to be used freely without any obligation from the discussed regulation.

2.2

Unacceptable Risk

Unacceptable AI systems can’t be placed on the market since they represent a clear threat to
the safety, livelihoods and rights of people. In particular, the European Commission identified 4
categories of prohibited practices:
• AI system that deploys subliminal techniques beyond a person’s consciousness in order to
materially distort a person’s behavior in a manner that causes, or it is likely to cause that
person or another person, physical or psychological harm;
• AI system that exploits any of the vulnerabilities of a specific group of persons in order to
materially distort the behavior of a person belonging to that group in a manner that causes, or
it is likely to cause that person or another person, physical or psychological harm;
• AI systems used by public authorities, or on their behalf, for the evaluation or classification of
the trustworthiness of natural persons with a consequent social score leading to detrimental or
unfavorable treatment of some natural persons or whole groups;
• “Real-time” remote biometric identification systems in publicly accessible spaces for the
purpose of law enforcement, unless and in as far as, such use is strictly necessary for one
of these objectives: the targeted search for specific victim of crime; prevention of a specific,
substantial and imminent threat to the life of natural persons; the detection, localization,
identification or prosecution of a perpetrator of a criminal offence.
2.3

High Risk

Classification & Requirements
In order to consider AI systems to be high-risk, the AI systems shall be used as a safety component of
a product, or a product as a whole, governed by the Union harmonization legislation. Furthermore,
the product is required to undergo a third-party conformity assessment with a view to the placing
on the market or putting into service of that product. In addition to the previous, the European
Commission considered high-risk any AI system included in one of the areas listed in the Annex III
of this Regulation, in particular:
• Biometric identification and categorization of natural persons (non-publicly accessible spaces);
• Management and operation of critical infrastructure;
• Education and vocational training;

10
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FIGURE 1: Four risk levels of AI systems

• Employment, workers management and access to self-employment;
• Access to and enjoyment of essential private services and public services and benefit;
• Law enforcement;
• Migration, asylum and border control management;
• Administration of justice and democratic processes.
In addition to the previous classification methods, the Commission claimed that high-risk AI
systems must comply with the following mandatory requirements. The risk management system
shall be considered when ensuring compliance with those requirements. The risk management
system shall consist of a continuous iterative process run throughout the entire lifecycle of a high-risk
AI system in order to identify, analyze, estimate and evaluate risks related to high-risk AI systems.
Firstly, the European Commission listed several specific requirements that high-risk AI systems
must meet. Starting with data governance, the Commission claimed that high-risk AI systems shall
be developed on the basis of training, validation and testing data sets that meet: the existence of
a data governance and management process; relevance, representativeness, absence of errors and
completeness of data set; consideration of the characteristics or elements that are particular to the
specific geographical, behavioral or functional setting.
Furthermore, the European Commission refers the need of a technical documentation related
to AI systems. The technical documentation shall be drawn up before AI system is placed on the
market in order to demonstrate the compliance with the requirements and provide to national
competent authorities and notified bodies all the necessary information.
An additional requirement is the record-keeping. High-risk AI systems shall be designed and
developed with capabilities enabling the automatic recording of events (logs) while the high-risk AI
systems is operating. These logging capabilities shall conform to recognized standards or common
specifications. Moreover, logging capabilities ensure a level of traceability of the AI system’s
functioning throughout its lifecycle. To be more specific, the logging capabilities shall provide:
start date and end date of each use; the reference database; input data and the identification of the
natural persons involved in the verification of the results.
Transparency and human oversight are considered two other fundamental requirements. Regarding transparency, high-risk AI systems shall be designed and developed in such a way to
ensure that their operations enable users to interpret the system’s output and use it appropriately.
Additionally, AI systems shall be accompanied by instructions for accessible and comprehensible
use to users. Focusing on human oversight, high-risk AI systems shall be designed and developed
in such a way that they can be effectively overseen by natural persons during the period of use of
the AI system. Human oversight shall aim at preventing or minimizing the risks to health, safety or
fundamental rights that may emerge when a high-risk AI system is used.
Finally, the last requirements are accuracy, robustness and cybersecurity. The level of accuracy
and the relevant accuracy metrics of high-risk AI systems shall be declared in the accompanying
instructions of use. Furthermore, high-risk AI systems shall be resilient as regards errors, faults or
www.iasonltd.com
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inconsistencies that may occur within the system or the environment in which the system operates.
The robustness of high-risk AI systems may be achieved through technical redundancy solutions,
which may include backup or fail-safe plans. Finally, on cybersecurity, high-risk AI systems shall be
resilient in regards to attempts by unauthorized third parties to alter their use or performance by
exploiting the system vulnerabilities. The technical solutions aimed at ensuring the cybersecurity of
high-risk AI systems shall be appropriate to the relevant circumstances and the risks.
Obligations for Provider and Other Stakeholders
Before placing on the market a high-risk AI system, providers shall demonstrate the compliance of
the system with its mandatory requirements. In order to place on the market or put into service a
trustworthy AI system, other obligations are imposed to providers:
• Ensure that their high-risk AI systems are compliant with the requirements seen before.
• Set up a Quality Management System: this obligation is carried out with a set of written
policies, procedures, and instructions fully and orderly documented with the objective of
compliance with the regulation. The quality management system shall be proportionate to the
size of the provider’s organization.
• Draw-up the technical documentation for any high-risk AI system put on the market. The
technical documentation shall at least contain: a general description of the AI system and a
detailed description of its development; detailed information about the monitoring, functioning
and control of the system; a detailed description of the risk management system; a description
of any change of the high-risk AI system throughout its lifecycle; a copy of the EU declaration of
conformity; a description of the system in place to evaluate the performance in the post-market
phase.
• Keep the logs automatically generated (to the extent such logs that are under their control by
contractual arrangements or national law). The logs shall be kept for an appropriate period in
relation to the purpose of the high-risk AI system and applicable legal obligations.
• Ensure that the high-risk AI system undergoes a conformity assessment for evaluate the
compliance of the high-risk AI system placed on the market with the requirements of this
regulation. Once proved that the systems are compliant with the requirements, providers shall
draw-up the EU declaration of conformity and affix the CE marking of conformity.
• Register their high-risk AI system in the EU database.
• Take the necessary corrective actions whenever their high-risk AI systems are no longer
compliant with the mandatory requirements. The corrective actions include bring that system
into conformity, withdraw it or recall it, as appropriate. Furthermore, in case of non-conformity
of a system placed on the market, providers shall inform the distributors, the authorized
representative and the importers.
• Cooperate with competent authorities. This obligation implies a duty of information when
a high-risk AI system is no longer compliant with its requirements or presents a risk at a
national level and demonstrate the compliance of their systems providing, upon a reasonable
request from a national competent authority, all the necessary documentation.
These obligations are intended to ensure not only the compliance of all the high-risk AI system
placed on the market, but also a sound procedure of monitoring, performed by providers and
National Competent Authorities.
In addition to the obligations for providers, there are others for four distinct stakeholders:
authorized representative, importers, distributors, and users.
When an importer cannot be identified and the provider is established outside the Union,
the latest shall appoint an authorized representative established in the Union. The authorized
representative shall perform all the tasks specified in its mandate, that at least contain these
obligations: keep a copy of the EU declaration of conformity and the technical documentation at
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the disposal of the National Competent Authorities; upon a reasonable request, provide all the
documentation to a National Competent Authority to demonstrate the conformity of the high-risk
AI system with its requirements; cooperate with National Competent Authorities.
The second stakeholder involved in this regulation is the importer. The importer is identified
as any natural or legal person established in the Union that place on the market an AI system
that bears the name or trademark of a natural or legal person established outside the Union. The
importer shall be subject to the following obligations: it shall ensure that the appropriate conformity
assessment procedure has been carried out by the provider; it shall ensure that the provider has
drawn up the technical documentation; it shall ensure that the system bears the CE conformity
marking and is accompanied with the required documentation and instructions of use. Moreover,
the importer shall also intervene in case of non-conformity of the high-risk AI system, stopping the
placing on the market procedure. Furthermore, in case of non-conformity the importer shall inform
the provider and the market surveillance authorities. The last obligation provided for the importer
is the cooperation with the National Competent Authorities.
Another important stakeholder is the distributor. It is defined as any natural or legal person
in the supply chain that makes an AI system available on the Union market, without affecting its
properties. The major obligations for the distributor shall be the verification of the application of
the CE marking of conformity by the provider, the intervention in case of non-conformity of a
high-risk AI system placed on the market (take the corrective actions or ensure that the provider or
the importer take corrective actions, withdraw the system, or recall it) and cooperation with national
competent authorities.
The last major stakeholder is the user, namely any natural or legal person, public authority,
agency, or other body using for professional activity an AI system under its authority. The obligations
in this case are mostly related with the use of the high-risk AI system: the user shall use the system
in accordance with the instructions of use and shall monitor the operation of the system. In case it
has reason to consider that the use in accordance with the instructions presents a risk at a national
level the user shall inform the provider or the distributor and suspend the use of the system.
Another case is when the system presents a malfunctioning or any serious incidents: in this case the
user shall inform the provider or distributor and interrupt the use of the system. The last obligation
concerns the logs automatically generated by the high-risk AI system: the user shall record them
to the extent such logs that are under its control. The user shall keep them for a period that is
appropriate in the light of the purpose of use of the system and applicable obligation under the
Union or national law.

Conformity Assessment for Providers
The central obligation for a provider which wants to place on the market a new high-risk AI system
is the conformity assessment. The main aim of this process is ensuring that all the high-risk AI
systems are trustworthy, and all the risks entailed are identified and properly managed.
Before placing on the market or put into service a high-risk AI system, providers shall ensure that
their systems undergo to a specific conformity assessment, in order to verify the conformity with
the system’s requirements and to obtain the CE marking of conformity. The conformity assessment
can be done either with the participation of a notified body or through an assessment procedure
based on internal controls. The conformity assessment based on control of a notified body shall be
imposed to the AI system for the purpose of Biometric identification and categorization of natural
person. Providers of such systems could apply the assessment based on internal control only if
they have applied the harmonized standards or common specification of the European Commission.
For the other type of high-risk AI system, providers shall rely on assessment procedures based on
internal control, with the only exclusion of those system which legal acts lie on the EU harmonization
legislation (in this case the conformity assessment follow the procedures coming out from that
legislation). Any AI system that is substantially modified (in those ways not included in the
technical documentation) shall undergo a new conformity assessment. After a successful conformity
assessment, providers shall draw up the EU declaration of conformity and keep it at the disposal
of national competent authorities. Furthermore, they shall affix to the packaging of the compliant
high-risk AI system (or to the technical documentation) the CE marking of conformity.
www.iasonltd.com
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2.4

Limited-Risk

For limited-risk, but also for high-risk AI system, there are specific transparency requirements. The
goals of these obligations are mainly the awareness of dealing with AI systems of natural persons.
Other obligations are provided for systems that generates or manipulates image, audio or video
content that appreciably resembles existing persons, objects places or other entities or events, and
would falsely appear authentic to a person: in these cases, the provider shall ensure a disclosure that
the content has been artificially generated or manipulated. These obligations are not provided for
systems authorized by law to detect, prevent, investigate, and prosecute criminal offences. Secondly,
these obligations shall not be applied for systems that are necessary for the exercise of the right to
freedom of expression and the right to freedom of the arts and sciences.
2.5

Limited-Risk and Lower-Risks

Despite limited and lower risk AI systems are subjected to less stringent requirements (there are no
particular requirements for lower-risk AI systems), the Commission encourages the stakeholders to
apply codes of conduct also to non-high-risk AI systems. The codes of conduct are intended to
foster the development of AI systems, other than high-risk AI systems (limited-risk and lower-risk),
in accordance with the requirements of this Regulation. The will of the Commission may lead
to a larger uptake of trustworthy Artificial Intelligence in the Union. In addition, providers of
non-high-risk AI systems should be encouraged to create codes of conduct intended to foster the
application of the mandatory requirements applicable to high-risk AI systems. That’s because it is
important that AI systems related to product not considered as high-risk are nevertheless safe when
placed on the market. However, this is not the unique possibility given to providers. They can also
apply, on a voluntary basis, additional requirements (for example related to environment, social and
governance factors).
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3.
3.1

Measures in Support of Innovation and Governance

Measures in Support of Innovation

Once the risk-based approach has been discussed, this regulation shifts the focus on the possible
creation of an innovation-friendly legal framework and on potential measures for small-scale
providers and users in order to enable them to be competitive in the AI’s framework. In particular,
the legal framework mentioned above takes the name of AI Sandboxes.
Sandboxes are environments monitored and controlled by authorities for the development and
testing of innovative AI systems under strict regulatory oversight, before these systems are placed
on the market or otherwise put into service. In fact, any significant risks to health and safety and
fundamental rights identified during the development and testing of such systems shall result in
immediate mitigation. Moreover, participants in the AI regulatory sandbox shall remain liable
under applicable Union and Member States liability legislation for any harm inflicted on third
parties as a result from the experimentation taking place in the sandbox. In addition, to further
support the innovation processes, Member States’ competent authorities which have established AI
regulatory sandboxes, shall coordinate their activities and cooperate within the framework of the
European Artificial Intelligence Board. Member States’ competent authorities shall submit annual
reports to the Board and the Commission on the results from the implementation of those scheme,
including good practices, lessons learnt and recommendations on their setup. EC also regulates
how personal data can be used in AI sandboxes. Furthermore, the modalities and the conditions of
the operation of the AI regulatory sandboxes, including the eligibility criteria and the procedure for
the application, selection, participation and exiting from the sandbox, and the rights and obligations
of the participants shall be set out in implementing acts.
Concerning the processing of personal data, in the AI regulatory sandbox personal data lawfully
collected for other purposes shall be processed for the purposes of developing and testing certain
innovative AI systems in the sandbox under strict conditions. Firstly, any personal data to be
processed in the context of the sandbox are in a functionally separated, isolated and protected data
processing environment and personal data processed are not transmitted, transferred or otherwise
accessed by other parties. Secondly, processing personal data in the context of the sandbox do
not lead to measures or decisions affecting the data subjects. Lastly, any personal data processed
in the context of the sandbox are deleted once the participation in the sandbox has terminated or
the personal data has reached the end of its retention period. The logic behind these rules, is that
personal data can be used in AI sandboxes but they need to be monitored constantly to prevent
dangerous behavior.
In conclusion, this regulation focuses on how Member State should behave to help small scale
providers and users approaching AI. In particular, Member States should provide small-scale
providers and start-ups with priority access to the AI regulatory sandboxes to the extent that they
fulfil the eligibility conditions, organize specific awareness raising activities about the application
of this Regulation and establish, where appropriate, a dedicated channel for communication with
small-scale providers and user and other innovators to provide guidance and respond to queries
about the implementation of this Regulation. In this sense, the specific interests and needs of
the small-scale providers shall also be taken into account when setting the fees for conformity
assessment, reducing those fees proportionately to their size and market size.
3.2

Governance and Innovation

The measures proposed previously will be enforced through a governance system at Member States
level, building on already existing structures, and a cooperation mechanism at Union level with
the establishment of a European Artificial Intelligence Board (EAIB). The proposal describes three
features of the new Board: its objectives, its tasks and its structure. First of all, the Board shall
provide advice and assistance to the Commission in order to reach the objectives of this Regulation.
In particular, objectives can be summed up as follows:
• Contribute to the effective cooperation of the national supervisory authorities and the Commission with regard to matters covered by this Regulation;
www.iasonltd.com
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• Coordinate and contribute to guidance and analysis by the Commission and the national
supervisory authorities and other competent authorities on emerging issues across the internal
market;
• Assist the national supervisory authorities and the Commission in ensuring the consistent
application of this Regulation.
Moreover, the EAIB will be responsible for a number of advisory tasks, including issuing
opinions, recommendations, advice or guidance on matters related to the implementation of this
Regulation, including on technical specifications or existing standards regarding the requirements
established in this Regulation. Furthermore, it will collect and share expertise and best practices
among Member States in order to create a uniform way of acting across the Member States. Lastly,
it will contribute to uniform administrative practices in the Member States making easy to do
comparison between Member States and adjust those states not in line with the administrative
practices. In conclusion, for what concerns the structure, the Board shall be composed of the national
supervisory authorities, who shall be represented by the head or equivalent high-level official of
that authority, and the European Data Protection Supervisor. The Board will be chaired by the
Commission, who shall convene the meetings and prepare the agenda.
Furthermore, and according with the EC regulation proposal, National Competent Authorities
shall be established or designated by each Member State for the purpose of ensuring the application
and implementation of this Regulation. The proposal lists a number of tasks that Member States
have to fulfil. In particular:
• Organize National Competent Authorities as to safeguard the objectivity and impartiality of
their activities and tasks;
• Designate a National Supervisory Authority among the National Competent Authorities and
inform the Commission of their designation or designations and, where applicable, the reasons
for designating more than one authority;
• Member States have to keep a role of controllers of the entire process ensuring that National
Competent Authorities are provided with adequate financial and human resources to fulfil
their tasks under this Regulation;
• Report to the Commission on an annual basis on the status of the financial and human
resources of the national competent authorities with an assessment of their adequacy;
• Member States will instruct National Competent Authorities to provide guidance and advice
on the implementation of this Regulation, including to small-scale providers.
In addition to the above, EU Database for stand-alone high-risk AI systems will be set up and
maintained by the Commission in collaboration with the Member States. The Commission, in
fact, will be the controller of the EU database. It shall also ensure to providers adequate technical
and administrative support. In conclusion, the EU Database will be accessible to the public and
shall contain personal data only insofar as necessary for collecting and processing information in
accordance with this Regulation.
The EC also sets out the monitoring and reporting obligations for providers of AI systems
regarding post-market monitoring reporting and investigating on AI-related incidents and malfunctioning. Referred to post market monitoring, providers shall establish and document a post-market
monitoring system in a manner that is proportionate to the nature of the artificial intelligence
technologies and the risks of the high-risk AI system. The post-market monitoring shall be based on
a specific plan and shall actively and systematically collect, document and analyze relevant data
provided by users or collected through other sources on the performance of high-risk AI systems
throughout their lifetime. The Commission shall adopt an implementing act laying down detailed
provisions establishing a template for the post-market monitoring plan and the list of elements to be
included in the plan. Focusing now on sharing the information on incidents and malfunctioning,
providers of high-risk AI systems placed on the Union market shall report any serious incident
or any malfunctioning of those systems which constitutes a breach of obligations under Union
law intended to protect fundamental rights to the market surveillance authorities of the Member
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States where that incident or breach occurred. Such notification shall be made immediately after the
provider has established a causal link between the AI system and the incident or malfunctioning or
the reasonable likelihood of such a link, and, in any event, not later than 15 days after the providers
becomes aware of the serious incident or of the malfunctioning. Finally, EC concludes with the
enforcement. In this sense, the national supervisory authority shall report to the Commission on a
regular basis the outcomes of relevant market surveillance activities. Where the market surveillance
authority of a Member State has sufficient reasons to consider that an AI system presents a risk, they
shall carry out an evaluation of the AI system concerned in respect of its compliance with all the
requirements and obligations laid down in this Regulation according to a precise and established
path. First of all, where, in the course of the evaluation, the market surveillance authority finds that
the AI system does not comply with the requirements and obligations laid down in this Regulation, it shall without delay require, without delay, to the relevant operator to take all appropriate
corrective actions to bring the AI system into compliance, to withdraw the AI system from the
market, or to recall it within a reasonable period. Then if the market surveillance authority considers
that non-compliance is not restricted to its national territory, it shall inform the Commission and
the other Member States of the results of the evaluation and of the actions which it has required
the operator to take. The operator shall ensure that all appropriate corrective actions are taken in
respect of all the AI systems concerned that it has made available on the market throughout the
Union. Where the operator of an AI system does not take adequate corrective actions within the
period indicated, the market surveillance authority shall take all appropriate provisional measures
to prohibit or restrict the AI system’s being made available on its national market, to withdraw the
product from that market or to recall it.

Part II

BaFin Principles for the Use of Algorithms in
Decision-making Processes (BDAI)
In June 2021 BaFin published supervisory principles on the use of algorithms in decision-making
processes by financial institutions [1], which are intended to promote the responsible use of big
data and AI and to facilitate control of the associated risks. In the financial market there is a
great interest in the use of big data and artificial intelligence (BDAI). The great opportunities
offered by AI are, for example, cost reduction and a better risk assessment process for companies,
and these benefits could be reflected at the end to customers. However, the use of BDAI is also
associated with challenge that must be considered. Primary, Artificial Intelligence (AI) is defined
as a combination of big data, computing resources and Machine Learning (ML). In the case of
Machine Learning, computers are given the ability, due to special algorithms, to learn from data and
experience. As opposed to rules-based processes, Machine Learning does not involve a programmer
who determines which results are to be achieved with certain constellations of data and how they
are to be achieved. The main difference between Machine Learning and algorithm is the range of
type of results (i.e. classification, regression and clustering) and type of input data (i.e. numbers,
image, text, language,...). Secondly, it is impossible to make a clear distinction between AI on the one
hand and traditional statistical processes and the algorithms used within this context on the other.
Further development of the existing definition of AI is one of the challenges faced by supervisors,
regulators and standard-setters. Furthermore, there are three key features characterizing modern
artificial intelligence methods and applications which play a role observing risks. The first feature
concerns Machine Learning algorithms that are often more complex than those used in traditional
statistical processes. The second is the combination of self-learning algorithms and mass data that
leads to ever-shorter recalibration cycles for models and algorithms. Finally, the third feature is
the high level of automation: algorithms are increasingly being used in some cases to automate
non-standardized processes and decisions that are made quickly and in large numbers. Finally,
there is a basis for discussion on minimum requirements for the use of AI. The general principles
for the use of algorithms in decision-making processes for financial entities constitute preliminary
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ideas for minimum supervisory requirements relating to the use of Artificial Intelligence and form
the basis for discussions with various stakeholders. These principles can already serve as guidance
for the entities under BaFin’s supervision.

4.

Conceptual Framework

The principles formulated in this publication fit in a conceptual framework that can be summarized
in the following points:
• Considering the process as a whole. Whether algorithms yield usable results depends on
how supervised entities incorporate these algorithms into decision-making processes. An
algorithm that is suitable in a particular context may yield unusable results in other situations.
Furthermore, the results of an algorithm depend on data availability and data quality.
• No general approval process for algorithms. Supervisor examines and raises objections to
such processes in a risk-oriented manner as and where needed. In justified exceptional cases,
the supervisor examines whether the algorithmic processes that are used are appropriate in
terms of methodology, calibration and validation, among other things.
• Risk-oriented, proportional and technology-neutral approach. In addition, a risk-oriented,
proportional and technology-neutral approach must be taken for the supervision of algorithmic
decision-making processes following the fundamental supervisory and regulatory principle of
“same business, same risk, same rules”. Therefore, a more intensive supervision is in order if
(additional) risks are associated with the use of an algorithm in decision-making processes.
• Existing rules are supplemented, specified and further developed. These principles are
intended to integrate and to specify the existing regulations and administrative practices. They
also constitute preliminary ideas for minimum supervisory requirements relating to the use
of artificial intelligence. Many of these principles bring about changes in certain areas of
principles-based and technology-neutral regulation. The principles in this publication do not
rule out the fact that certain regulated activities may already be subject to stricter regulations
or administrative practices. In such cases, compliance with these rules takes precedence.

5.

Key Principles

In order to have a sound risk-based framework of algorithmic decision-making process, there are
put in place some key principles that users should follow:
• Clear management responsibility. The first key principle concerns the role of senior management. Since managers are responsible for business-wide strategies and guidelines, they
must be responsible for the algorithm-based decision process too. As a result, managers
must have technical expertise and all the staff in charge of an independent control function
(e.g. compliance and internal audit functions) must have technical knowledge. Furthermore,
the business-wide strategy for using algorithm-based decision-making processes should be
reflected in the IT strategy.
• Appropriate risk and outsourcing management. Senior management is also responsible for
establishing a risk management system and if applications are used by a service provider, senior
management must set up an effective outsourcing management system. When establishing an
appropriate risk management system, risk mitigation measures processes should be targeted
and applied where risks originate. In addition, an analysis of the possible damages caused
by erroneous algorithm-based decisions should be run, and the results of analysis should be
documented. Furthermore, a “model risk management framework” should be established
to take into account all algorithm-based decision-making processes and interdependencies.
Measures to minimize cyber security risks should also be adapted if required; in particular,
the complexity and data dependency of the algorithms must be considered, since the use of
mass data can lead to poisoning attacks where input data is changed in barely visible ways.
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• Preventing bias. The third principle concerns the necessity to prevent possible biases in the
process. Firstly, biases must be prevented in order to be able to reach business decisions that
are not based on systematically distorted results; secondly, biases must be prevented in order
to rule out bias-based systematic discrimination of certain groups of customers and thus rule
out any resulting reputational risks. It is also necessary to identify the risk of bias where it
may occur, taking into account the root cause, and to analyze this risk and either eliminate or
at least mitigate this risk.
• Ruling out types of differentiation that are prohibited by law. In the case of certain financial
services, the law stipulates that certain characteristics may not be considered for differentiation
purposes. If conditions are systematically set out based on such characteristics, there is a risk
of discrimination. This would be associated with increased reputational risks and, in some
cases, legal risks. Companies should therefore establish (statistical) verification processes to
rule out discrimination.

6.

Specific Principles for the Development Phase

The development phase is based on the following principles:
• Data strategy and data governance. Depending on the application and features of the
algorithm, data must be used in sufficient quality and quantity. Companies must have a
verifiable data strategy which guarantees the continuous provision of data and must be
implemented in a data governance system defining responsibilities.
• Compliance with data protection requirements. When using data in algorithm-based decisionmaking processes, compliance with the applicable data protection requirements must always
be ensured. Data protection requirements for the use of data should already be considered
when planning algorithmic decision-making processes. In particular, disclosure requirements
vis-à-vis data subjects must also be observed.
• Ensuring accurate, robust and reproducible results. The ultimate objective of the development
phase is to ensure accurate and robust results. It should also be possible to reproduce the
results of an algorithm, by ensuring that results can be understood and verified at least to
a certain degree by employees and by external unit. In addition, caution and precision are
ensured for the selection of the algorithm as well as the calibration and documentation process.
• Documentation to ensure clarity for both internal and external parties. Sufficient documentation is required in order to ensure that algorithms and the underlying models can be
verified - by the company itself, auditors and supervisors. Three steps, in particular, must be
observed: the selection of the model must be documented (it is essential to determine whether
the model is suitable for the specific application using statistical considerations and taking
into account the complexity of the model, its interpretability and verifiability); the relevant
calibration details and the training data selection must be documented; the model validation
must be described (details of model validation could be found in the following principle of
“appropriate validation process”). In certain circumstances, a clear distinction cannot be made
for the documentation of the selection, calibration and validation of the model. This is because,
in some instances, the quality of a model can only be determined after the initial calibration
and validation of the model. Furthermore, it is only possible to select a model by comparing
different models.
• Appropriate validation processes. Every algorithm should go through an appropriate validation process by an independent function prior to being included in operations. This initial
validation should always be performed, or at least be examined, by an independent function or
an individual that is not involved in the original modelling process. In addition to determining
regular, appropriate intervals, it is essential to set out factors that will lead to the ad hoc
validation of the algorithm and thus potentially lead to the algorithm being recalibrated or an
alternative algorithm being selected.
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• Using relevant data for calibration and validation purposes. A calibration or validation
process with unsuitable or erroneous data can systematically affect the performance of the
algorithm. For this reason, a particular focus should be placed on the data selection and
the selection should be carefully documented. The data must be relevant and representative
for the application in question. Depending on the scope and riskiness of the decision for
which an algorithm is used, various measures should be taken to ensure that the calibration
and validation process can be subsequently understood and verified. In highly risk-sensitive
decision-making processes, the data used for this purpose should be saved and stored, while
in less risk-sensitive decision-making processes, the selection process and the data structure
should be documented at a minimum level.

7.

Specific Principles for the Application Phase

The results of the algorithm must be interpreted and included in decision-making processes. This can
either be done automatically or by involving experts. A functioning mechanism comprising sufficient
checks, feedback loops and modification rules for the development phase must be established in all
cases:
• Putting the human in the loop. Employees should be sufficiently involved in the interpretation
and use of algorithm results for making decisions. The scope of this involvement should
depend on how mission-critical the decision-making process is, the risks entailed and how
much the algorithmic results differ from the applicable standard. Their involvement should
bring real benefits and should not be limited to the mere approval of every algorithm decision.
In the case of mission-critical processes, it is useful to define time frames in which a decision
can still be reversed and humans can still intervene.
• In-depth approval and feedback process. When using algorithm-based results in decisionmaking processes, the situations involving a more in-depth approval process should be clearly
defined in advance in a risk-oriented manner. This form could be, for example, a thresholdbased process. If the first threshold is crossed, the approval should be granted by an individual,
also in the case of processes that are otherwise automatic. If the second threshold is crossed,
the approval should be granted only after an additional review, to determine if there are some
peculiarities in the input data (e.g. outliers). If the final threshold is crossed, there should be
a signal for examining the model and the interruption of the process. Such way reduces the
risk of erroneous decision in algorithm decision-making processes and improve the quality of
results in the long term.
• Establishing contingency measures. There should be implemented measures that allow
business operations to continue to run if problems arise in algorithm-based decision-making
processes. This must be applied at least to mission-critical application.
• Ongoing validation, overall evaluation and appropriate adjustment. In practice, algorithms
must be ongoing validated in order to assess functionality, check for any discrepancies and
make adjustments if necessary. The validation process is particularly necessary if there are
new or unpredictable internal or external risks that could not be taken into account when
the algorithm was created. If new algorithms are used, the interaction and aggregation of
risks should be regularly examined as part of an overall evaluation. In order to ensure an
independent evaluation of functionality and risks of the algorithms, an internal or external
audit should be performed to examine the regular evaluation and adjustment process.

8.

Inclusion of Principles in International Regulatory Projects

These principles constitute preliminary ideas for minimum supervisory requirements relating to
the use of artificial intelligence. As a result, they form the basis for discussions with various stakeholders, including market participants, members of academia, national or international supervisory
authorities and standard setters. In particular, BaFin intends to continue playing an active role in
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this exchange and to promote the discussion process. In its Digital Finance Strategy, the European
Commission announced its intention to clarify, by 2024 with the ESAs, whether and how existing
financial market regulation should be applied to BDAI applications. Prior to this announcement,
various working groups dealing with risks and opportunities associated to BDAI had already been
established at the ESAs (such as the EBA Task Force on IT, the EIOPA InsurTech Task Force and the
ESMA Financial Innovation Standing Committee). Work is also being carried out in various areas
in the field of BDAI at national and international standard-setters such as the DIN Committee or
the ISO Committee. Since a clear definition has not yet been established for artificial intelligence
and machine learning, these committees are expected to continue their work in this area. Further
technical standards (beyond financial market regulation) for the use of BDAI can also be anticipated.

Part III

EBA Analysis of RegTech in the EU Financial
Sector (EBA/REP/2021/17)
The paper “EBA analysis of RegTech in the EU financial sector” analyzed the RegTech developments
to highlight the benefits that new solutions can bring, develop good understanding of any emerging
risk, and assess whether the regulatory and supervisory frameworks can identify and mitigate those
risks. In order to understand the scope of the document we have to define what RegTech solutions
are: “Regulatory Technology (RegTech) means any range of applications of technology-enabled
innovation for regulatory, compliance and reporting requirements implemented by a regulated
institution (with or without the assistance of RegTech provider)” [4].
All the proposals are technology neutral, meaning that the use of a specific technology is
neither preferred nor prejudiced and the use of new technologies is not inadvertently prevented
because of the regulatory or supervisory approaches. The final goal is balancing innovation,
scalability and competition across the EU Single Market meanwhile continuing to achieve the central
regulatory objectives of consumer protection, prudential resilience, market integrity and ultimately
financial stability. Technological neutrality is the cornerstone to guarantee a support to the scaling
of innovative technology cross-border, to raise awareness on RegTech within the regulatory and
supervisory community and to inform any relevant future policy discussion as to how best to
ensure that regulatory and supervisory initiatives facilitate scaling of innovation. Linked to the
transformation of regulatory activities, is related to the use of technologies for supervisory purposes
(SupTech), covering the data analytics and second part of data governance at the supervisory and
regulatory side. The use of SupTech will be soon in the focus of the EBA analysis.

9.

Methodology

The RegTech report has benefited of many information sources to ensure a comprehensive coverage
of both the current landscape and the potential way forward:
• Desk-based research to identify five areas with an increasing use of technology enabled
innovation. These five areas are the five deep dive areas analyzed in depth in the second part
of EBA’s paper.
• A general RegTech industry survey and a further deep-dive market study where all relevant
stakeholders were invited to share their views and experience on the use of RegTech solutions.
A total of 115 financial institutions and 147 RegTech providers responded to the survey.
• A virtual workshop on RegTech, attended by RegTech providers, financial institutions and
competent authorities, which provided insights into the main challenges faced by RegTech
market participants, governance-related aspects from both financial institutions and RegTech
providers’ perspective, and further examples of AML/CFT and ICT use cases.
www.iasonltd.com
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These sources ensured broad feedbacks from a wide range of stakeholders, providing an essential
understanding of the extent and the impact of the use of RegTech solutions and provide valuable
insights into RegTech market developments. The sample of surveyed RegTech market’s actors is
sufficient to have a clear view on the market. In terms of the geographic distribution of financial
institution respondents, the sample covers all regions within the EEA and represents a mix of credit
institutions, payment institutions, electronic money institutions and investment firms.

10.
10.1

Current RegTech Landscape in the EU

Overview of the RegTech Market in the EU

In order to understand how RegTech is growing in EEA (European Economic Area) and non-EEA
(non-European Economic Area) countries it is necessary to identify the reasons of its development.
First of all, the necessity for financial institutions to be compliant with the EU regulation induced
the development of advanced tools to reduce costs and human errors in reporting, this automation
of regulatory reporting is the area in which RegTech dwells. Secondly, since data are becoming the
greatest resources, activities like data gathering, data governance and data analytics are now critical
attributes for financial institutions. Finally, an effective, safe, and sustainable market can be reached
by market participants, regulators and supervisors through new advanced solutions. The analysis
considers six segments of RegTech applications: Anti Money-Laundering/Countering the Financing
of Terrorism (AML/CFT), Fraud Prevention, Prudential Reporting, ICT Security, Creditworthiness
Assessment (CWA) and a general “Others” cluster. The proportion of their adoption is shown below
(Figure 2). The chart below shows that, based on the sample of surveyed Financial Institutions
(FIs) and RegTech Providers, the most frequently used RegTech solutions are related to AML/CFT
especially for FIs. The latters seem to adopt also ICT solutions with a hearty percentage. Fraud
solutions are also of particular interest for FIS. From RegTech perspective Fraud solutions are
particularly important, while ICT solutions are not of particular interest. The adoption rates seem to
differ between FIs and RegTech providers except those for AML/CFT.
The methodology described in the first chapter helps to identify how RegTech is now developing
in EEA and non-EEA countries, and it is useful to understand the temporary evolution of the
RegTech market. From the RegTech survey other three major findings emerge:
• There is a sizeable RegTech market accessible to FIs, although the majority of surveyed RegTech
providers went live with their solutions only within the last six years.
• Most of the RegTech providers has small number of clients: the 39% of the RegTech Providers
in the sample have less than six financial institutions as their clients.
• Survey results also indicate some signs of RegTech market saturation beginning in certain
RegTech segments in terms of solutions offered. A large proportion (40%) of RegTech providers
are already in the growth phase moving away from the early stage and build-up stage.
For what concerns the adoption rates, the survey indicates that there are several FIs with
advanced experience of RegTech solutions and services. From a maturity perspective, on average,
more than a half of RegTech projects are already in the production stage. From a geographical
point of view, the survey suggests a greater market share for EEA countries, but the most successful
examples can be found among non-EEA institutions. Moving to national developments related
to RegTech, the document emphasizes that public authorities across the EU undertake several
RegTech-related activities to address inadvertent barriers to the application of these technologies and
to the scaling up of innovation in this field. Although the majority of national competent authorities
are by law neutral towards competition and do not have specific mandates to support or promote
particular business fields, including the RegTech sector, they have an interest in finding ways to
engage with the industry on RegTech-related topics from a supervisory perspective. Looking at
the spending level, in a half of the surveyed FIs, the investment on RegTech solutions is below the
20% of the overall IT budget. However, the survey results indicate that there is a handful of FIs
that seems to have a significant reliance on RegTech, with up to 40%-60% of the total IT budget
going into the operations of RegTech solutions. Only in few cases the RegTech spending exceed the
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FIGURE 2: Proportion of adoption six segments of RegTech applications

60% of total IT budget. Analyzing the satisfaction level, approximately 10% of FIs are very satisfied
and the 60% is satisfied of the realised benefits of adopted RegTech solutions. The highest level
of positive feedback is seen across the ICT security, fraud prevention and creditworthiness-related
RegTech solutions. The comparison of external RegTech solutions with internal solutions shows that
differences between external and internal solutions tend to be limited, with the overall satisfaction
level of external solutions slightly higher. Further split of RegTech solutions by the deployment
model reveals limited differences between Software-as-a-Service (SaaS), RegTech-as-a-Service (RaaS)
and on-premises solutions. The highest degree of satisfaction is reached for SaaS solutions, followed
by RaaS solutions.
10.2

The Underlying Technologies behind the RegTech Solutions

The use of innovative technology in the financial sector continues at fast pace. A few technologies
have been identified as the most relevant in this context and their current status of adoption is
reported in the following lines. From the FIs’ perspective, the top five most used technologies are
Data Transfer Protocols (44% of FIs uses this technology), closely followed by Cloud Computing
(43%), Predictive Analytics (34%), Machine Learning (32%), and Semantic/Graph Analysis (25%).
The top five technologies behind the RegTech providers’ solutions are Cloud Computing, enabling
69% of RegTech solutions, Machine Learning (61%), Data Transfer Protocols (51%), Semantics/Graph
Analysis (41%), and Natural Language Processing (NLP) (41%). It can be true that RegTech providers
associate their solutions with a number of forward-looking technologies, even if some of these still
may be in the process of development: for example, the use of cloud computing and Machine
Learning (ML) across all RegTech segments on the FIs’ side is lower than on RegTech providers’
side.
10.3

Governance Processes for RegTech Adoption

A few governance process components are necessary for FIs to adopt RegTech solutions. It involves
undertaking risk assessment and due diligence, obtaining sponsor for the RegTech project with an
FI, reaching agreement on ICT spending. Moreover, it comprehends ensuring interoperability of
RegTech solutions with any legacy systems, ensuring that the RegTech solution is always up-to-date
with the latest regulatory requirements, and planning an exit strategy in case a RegTech solution is
no longer needed. A few governance process components are necessary for FIs to adopt RegTech
solutions. In this sense, undertaking risk assessment and due diligence, obtaining sponsor for the
RegTech project with FIs and reaching agreement on ICT spending, are only a part of the governance
components mentioned above. In fact, EBA emphasizes that ensuring interoperability of RegTech
solutions with any legacy systems, continuous updating with new regulatory requirements, and
planning an exit strategy in case a RegTech solution is no longer needed, are other governance
components that must be considered by FIs. The time between the decision to implement a new
RegTech solution and bringing it into production can be another criterion for the selection of a
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particular provider. The average time in months, as indicated by RegTech providers, from the start
of a proof-of-concept until going live into production for two-thirds of all solutions is less than three
months. It takes less than six months for almost 90% of solutions.

11.

Benefits of RegTech Use

EBA analyzed the main benefits of RegTech solutions from FIs and RegTech Providers’ perspective
and the advantages of using RegTech solutions over the traditional one. Note that cost savings can
be expected for both FIs and RegTech Providers.
FIs’ highlights:
• Enhanced risk management, monitoring and sampling capabilities;
• Reduction in human errors and stimulus for professionals to foster on higher value tasks;
• Facilitation in predictive analysis and reduction of costs.
Benefits as seen from RegTech Providers’ perspective are summarized by the following three
concepts:
• Increased efficiency and ability to reduce the impact of ongoing regulatory changes;
• Efficiency and effectivity, cost minimization;
• Increased ability to organize complex information and to integrate regulatory data.
Main benefits of RegTech solutions are perceived quite differently by FIs and RegTech providers,
this may sometimes be an obstacle in the discussions about RegTech solution adoption. RegTech
providers may be proposing their solutions emphasizing benefits that may not be prioritised by FIs.
RegTech providers need to identify the FIs’ actual pain points, while FIs could benefit from better
awareness of offered advantages of RegTech providers’ solutions. Cost pressure and cost reduction
are seen lower down on their list of key benefits by both FIs and RegTech providers. However, there
are quite significant differences in how cost pressure is perceived as a driver for RegTech adoption
otherwise on the side of FIs, the cost factor may be as less important because of the initial costs
associated with onboarding a new RegTech solution.

12.

Challenges of RegTech Use

For what concerns challenges, the point of view of both Financial Institutions and RegTech Providers
is reported in the paper. It seems that RegTech market participants still need to overcome a few
hurdles to make RegTech solutions one of the main drivers of the digitalization of the financial
sector. The majority of challenges faced by RegTech Providers are related to FIs. 91% of surveyed
FIs perceive ’data and data quality issues’ as primary obstacles, whilst 91% of the FIs and 74% of
the RegTech Providers perceive ’integration with legacy systems’ as one of the major barriers to the
adoption of new RegTech solutions.
From the FIs’ perspective the main challenges are “data related”, moreover a few problems
emerge from the interaction with the ever-changing legal framework. The most important challenges
are Data-related challenges and cybersecurity threats. They comprehend data quality, data privacy
and protection, lack of data integration, data availability and cybersecurity threats. Moreover, legal
and regulatory obstacles processing personal data need to be taken into account. Another hurdle
stems from the need to integrate RegTech solutions with the existing legacy systems and to adapt
them to changes in regulation. Most of the FIs perceives RegTech Providers’ solutions as immature,
generic, not tailor-made to individual FIs’ need and expensive. Lastly, a lack of necessary skills and
training is highlighted among FIs staff slowing the adoption of new RegTech solutions. Most of the
challenges seen from RegTech Providers’ perspective stem from the interaction with FIs, such as
absence of technological capabilities on FIs’ side and lack of understanding of RegTech solutions.
A wide variety of challenges faced by RegTech Providers are related to Security, data privacy and
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protection issues, in particular, privacy regulation may be one of the key inhibitors for FIs from
sharing datasets with RegTech Providers. Other obstacles highlighted consist of a lack of fixed, clear
and harmonized legal and regulatory requirements as well as the cost of user acquisition.

13.

Main Risks

The focus on the risks is from FIs’ perspective. Some of them may be addressed by the forthcoming
new regulation on digital operational resilience in the financial sector (Digital Operational Resilience
Act), proposed by the European Commission in September 2020. Five main risks have been
identified:
1. Business continuity risk: Risks for the continuity of services and/or affecting confidentiality,
integrity or availability of data.
2. Technology-related risk and personal data protection risk: FIs may not actually know where
the Provider’s servers and data storage are located, which could be an issue if no adequate
level of data controls is activated.
3. Operational risk:
• ICT and security risk: risk of loss due to breach of confidentiality or inability to improve
information technologies rapidly, this includes security risks coming from inadequate
internal process, cyber attacks or physical attacks;
• Reputational risk: risk of dissatisfaction/loss of confidence in the FI by its main stakeholders if the RegTech solution does not fulfill the expectations;
• Internal governance/legal risk: risk to fail in complying with applicable legislation or
with internal regulations.
• Conduct and consumer protection risks.
4. Compliance risk: reliance on RegTech solutions may cause FIs to fail to comply with the
applicable legal and regulatory framework.
5. Concentration risk: reliance on a certain RegTech Provider may lead to the rise of a systemically
important RegTech Provider, whose failure may have system-wide implications.
From the competent Authorities’ perspective, the challenges arises from the difficulty in the assessment of the effectiveness and reliability of the technological solutions and lack of the skill set and
tool set needed to supervise the use of technology enabled by RegTech solutions.

14.

Deep Dives into RegTech Segments

The paper identifies six segments of RegTech applications, here is given a brief description of each
area along with its goal and the associated benefits (Table 1).

15.

Conclusions

There is a wide array of benefits brought by Artificial Intelligence and they are related both to firms
and to society. In particular, for the financial sector the major benefits are: reduction of costs and
human errors, enhancement of decision-making and risk management processes, improvement
of system and data integration. Nevertheless, such new technologies bring also risks that must
be identified, monitored and managed. Examples of risk on the use of artificial intelligence by
financial institutions are business continuity, operational risk, technology-related and personal data
protection, compliance and concentration. Although most of the issues associated with the use of AI
by financial institutions are quite similar to those for traditional models, issues related to fairness
are emerging for those systems. Hence, even the regulators could leverage existing standards, laws
www.iasonltd.com
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TABLE 1: Deep dives into RegTech segment

and guidance. They also intervene to address the use of Artificial Intelligence in order to avoid
discrimination but also ensuring awareness to data subjects about data-driven decisions: the data
used and how it affected the decision.
Given this landscape, regulators and supervisors are now working on guidelines and legislations
in order to set principles and rules to manage risks, without compromise the use of algorithms in
decision-making processes. The stage reached of regulation developed is still a work-in-progress,
with supervisors that are working in partnership with industry and other technology stakeholders
to develop guidelines for the use of Artificial Intelligence. Compared to US and UK authorities,
the European Union one is the most in advance on these topics, where Artificial Intelligence was
discussed through three different approaches: the first two strictly related to the financial sector
and the latter takes into consideration the use of such technology in all sectors. The European
Commission wrote the first ever made proposal for a regulation on Artificial Intelligence. Unlike the
first two documents, this work is intended to be applicable to all stakeholders dealing with Artificial
Intelligence, not only for financial institutions. With this proposal, the European Commission defines
risk-proportionate rules, dividing Artificial Intelligence systems in four categories: prohibited AI
systems (with a level of risk for safety and human rights non tolerable), high-risk AI systems
(systems that need undergo to a conformity assessment and with clear obligations for providers,
authorized representatives, importers, distributors and users), limited risk AI systems (with specific
transparency obligations) and lower or no risk AI systems.
The second approach analyzed was brought by BaFin, which set out several principles applicable
to financial institutions using Artificial Intelligence in a decision-making process. These principles
are divided in key principles (where is provided the attribution to senior management clear
responsibility for decisions made through algorithms), principles for the developing phase (data
governance, data protection, ensuring robust and replicable results, documentation, and validation)
and principles for the application phase (putting human-in-the-loop, feedback processes, contingency
measures, ongoing validation and evaluation). The third main point of view focused on Artificial
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Intelligence is given by EBA. It’s analysis of the RegTech landscape focused on the potential
implementation of Artificial Intelligence for financial institutions. Furthermore, it discussed about
the expected benefit, challenges for regulators and entailed risks that affect not only the firms, but
also customers and clients.
The above mentioned three proposals are the first approaches on defining guidelines, principles,
regulations on the use of Artificial Intelligence. The main objective of these points of view is the
implementation ad use of trustworthy systems and the protection of the human rights. Through
the proposal of regulation of the European Commission to set up risk-proportional and future
proof rules centered on defined risk-based regulatory approaches and without creating unnecessary
restrictions. In this way AI systems are divided in four categories, with the exclusion of certain
system from the market due to their harmful practice, and with the provision for other AI systems
(high-risk and lower risk) of specific obligations. In order to promote and protect innovation,
it is important that the interests of small-scale providers of AI systems are considered. To this
end, Member States should develop initiatives that would help these actors to get access to AI
sandboxes together with big providers, enter channels of communication, be aware of the AI activity.
Furthermore, this proposal provides the constitution of a new authority, the European Artificial
Intelligence Board with the mandate of collecting and sharing expertise and best practices among
Member States, contributes to uniform administrative practices in the Member States, issues opinions
or recommendations on the regulation. The main challenge of this landscape is the legal certainty
and ensuring the elimination of any obstacle to cross-border AI-related services. Regulators and
supervisors shall support the Single Market by contributing to the harmonization of the regulatory
framework.
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