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Executive Summary

The increasing use of models to inform key business decisions and the increasing
complexity of models invariably increases firms’ potential exposure to model risk.
This RPS suggests some principles - proposed by Regulatory and/or Supervisory -

which are considered key in establishing an effective model risk management
(MRM) framework. The principles are intended to complement existing

requirements and supervisory expectations in force on MRM and include different
proposals for identifying and managing the risks associated with the use of

Artificial Intelligence (AI) technology in modelling techniques such as Machine
Learning (ML), with particular focus on the validation of these models.
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Model Risk Management
Principles and the Impact of
Machine Learning Models

Dario Esposito Matteo Cecchin Bianca Ghilardi

IT is part of everyday business routine, to make use of a wide variety of methods, systems and
approaches, quantitative nature, with the aim of arriving at a result that can be represented
by an output that can be of a different nature: an estimation or a forecast or a projection.

In general: "[. . . ] The term model refers to a quantitative method, system, or approach that applies
statistical, economic, financial, or mathematical theories, techniques, and assumptions to process input data
into quantitative estimates [. . . ] The definition of model also covers quantitative approaches whose inputs
are partially or wholly qualitative or based on expert judgment, provided that the output is quantitative in
nature."[12].

A model is also constituted of three different components:

• An information input component, which provides assumptions and data to the model;

• A processing component, which transforms inputs into estimates;

• A reporting component, which translates the estimates into useful information business.

The increasing use of models by banks as support for its internal activities has enabled them
to occupy a key role in banking operations. This exponential demand for models, has made them
more numerous and complex, drawing attention to the need to have dedicated management of
them. In addition to the inherent complexity of models, there is an increasing interconnectedness
among them whereby criticalities in one model can reverberate on related models with effects
that are hardly predictable; this has necessitated the search for specific appropriate tools, such
as taking corrective actions, related monitoring and release of interventions. Relevant problems
such as inadequate or incorrect design and implementation and inappropriate use of models could
lead to negative consequences, or even less significant issues such as an inadequate transmission
chain can lead to longer response times, with models unable to adequately represent the operating
environment.

Once the identification criteria have been defined, the resulting models can be used for various
purposes such as: analyzing company strategies, informing company decisions, identifying and
measuring risks, evaluating exposures, instruments or positions, conducting stress tests, evaluating
capital adequacy, managing customer assets, measuring compliance with internal limits, maintaining
the intermediary’s control system, or compliance with financial or regulatory disclosure requirements
and the release of disclosure to the public. The model definition also covers quantitative approaches
whose inputs are partially or totally qualitative or based on expert judgment, provided that the
output is quantitative in nature.

All of these considerations meant that over time the risk arising from incorrect implementation
or use of the model was included among the risks that a financial institution should pay attention.
The first step was to give it a definition: the Model Risk is the risk of inadequate business decisions
informed by inaccurate model outputs or by the incorrect use of model outputs [12]:

• The model may contain errors that lead to inaccurate outputs with respect to the objectives
and business uses for which it was designed. Such errors can occur at any point in the model
life cycle (from design to implementation), not to mention how the quality of the outputs of
the model depends primarily on the quality of the input data.
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• The model could be used incorrectly or inappropriately. Even a fundamentally sound model
that produces results that are accurate and consistent with the design objective may present a
high risk if it is used improperly.

The definition of the model and the consequent identification of the factors that cause possible
"errors" allows to structure at least ideally a Model Risk Management (MRM) framework similar to
that of other risks. The MRM can be defined as "the methodological and organizational framework
that aims to define and identify the models, assign the relative priority (Tier) and ensure their
supervision within a centralized platform (Model Inventory), as well as proceed with the activities
risk assessment, monitoring and mitigation"[1].

In addition to the aforementioned FED SR Letter 11-7[12], the evolution of regulation has an
initial focus in 2014, when SREP[9] introduced model risk within Pillar II, requiring banks to identify,
map and monitor that risk on an ongoing basis; then in 2017 with TRIM[11], there were significant
improvements in Model Governance and Model Validation, requiring a greater focus on the issue of
implementing an appropriate MRM.

In 2020, during the Covid Crisis, the banking system has managed to contain the damage
that the pandemic could have caused. The Supervisory committees (EBA[10], Basel[4]) which
aimed at maintaining a resilient banking system. The main interventions towards model risk
have been the possibility for supervisory authorities to act in a discretionary manner, avoiding
the calculation of deviations when the shortcomings of the internal models are caused exceptional
market conditions[10]. Finally, in June 2022, the Bank of England also issued a series of principles
that banks should follow in order to have a solid and robust model risk framework[5][3].

In general, banks with more robust MRM framework responded better to the crisis were those
that: (i) have been able to adapt more quickly to data and methodologies to reflect new market
conditions; (ii) have effectively monitored models at risk and model contagion effectively through
the control dashboard and be immediately aware of emerging models at risk, with subsequent
contingency plan; and (iii) have been able to inform business decision effectively and support
profitability even in stressed economic/financial conditions. In summary, to build a robust MRM
framework are necessaries features such as:

• Soundness: to ensure the use of high-quality input data and methodologies appropriate and
consistent across risks in order to guarantee accurate results.

• Effectiveness: the outputs have to use correctly into the decision-making processes of the
bank, to take into account all the potential interconnections and giving a clear definition of
roles and responsibilities within the integrated process.

• Comprehensiveness: the Model Risk Governance has to be integrated on all the key aspects
of the process: Data, Models and Reporting.

To achieve at an effective MRM framework is to be able to manage the model lifecycle. By this
concept is meant to the process by which a model evolves from its initial conception to its full
development; for it to be effective, all phases of the cycle must be managed, from its implementation
and release to production, monitoring and subsequent adjustments, and eventual retirement. The
sequence of modelling-validation-control activities[5] describes the various stages in a model’s
lifecycle; in more detail, a model consists of the following steps:

1. Design. In this phase, the model owner is always making a simple assumption about the
purpose of the model, including characteristics and techniques. In summary, in addition to the
skeleton of the model, it is necessary to provide all the useful and clear information inherent
to its hypothetical functioning once developed.

2. Development. Within this phase, the model is always in being creation and its level of
complexity will be proportionate to the articulation of the designed processes.

3. Validation. Phase considered as weapon against the whole of errors inside the model, which
is the collection of all activities aimed at assessing if a specific model implementation is useful.
May come into play validation tests with the aim of find eventually bugs and correct them
promptly.
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4. Acceptance. If the validation is positive, along the lifecycle line passes towards the acceptance
phase. First of all, the model owner should be drawn up a reporting containing all the results
of the model; subsequently, the approval process should be deliberate by the board of directors.

5. Implementation. The model approval becomes fully operational, but before being put into
production, should be undergo a series of procedures aimed at guaranteeing its robustness.

6. Monitoring. The model follows a periodic monitoring which re-evaluates the model every
time changes occur in the corporate structure.

7. Audit or Withdrawal. From the results of the monitoring two different scenarios open up: the
model is still usable, but the results highlight the necessity of adjustments, either the model
has now become too obsolete and whether it needs to be replaced.

Large firms consider model risk as a risk in its own right[5], for this reason establish a des-
ignated model risk function (Model Risk Management function) within their risk management or
compliance departments; in turn this function is separate from the model validation function when
the responsibilities are distinct. In general, the effectiveness of MRM control functions depends
by the stature and authority, for example to restrict the use of models, recommend conditional
approval, or temporarily grant exceptions to model validation or approval. Regardless of the model
type, risk type, or organisational structure, effective MRM practices are underpinned by strong
governance and effective model lifecycle management, consisting of robust modelling, validation
and risk control processes.

1. Model Risk Management Principles and ML Models Impact

To ensure key business decisions relevant to a firm’s safety and soundness are supported by sound,
appropriate model output and consistent with the board’s defined model risk appetite, certain
principles in order to guarantee effective MRM practices are reported[5]. The purpose is to make
financial institutions aware that model risk has to consider as a risk in its own right.

Thanks to these principles, the firms are supported by helping them to strengthen their policies,
procedures, and practices to identify, manage, and control the risks associated with the use of
models, developed in-house or externally, including vendor models and models used for financial
reporting purposes.

The practical application of the principles by all firms depends on their size, business activities,
and the complexity and extent of their model use. For firms with a smaller number of models or
less complex models, maintaining a model inventory should be less burdensome, and the criteria for
classifying models into tiers can be materially simpler than for firms with a wider range of models
or more complex models.

In summary, the MRM principles, reported in the next sections, are intended to complement
existing requirements and supervisory expectations in force on MRM, and include proposals for:

• A proportionate implementation within firms and across firms, in particular, for firms that
would qualify as a ’simpler-regime firm;

• The identification and allocation of responsibility for the overall MRM framework to the most
appropriate Senior Management Function holder;

• Reporting on the effectiveness of MRM for financial reporting to the audit committee;

• Identifying and managing the risks associated with the use of Artificial Intelligence (AI)
technology in modelling techniques such as Machine Learning (ML) to the extent that it
applies to the use of models more generally.

With refers to the last bullet point, it is notable that Machine Learning/Artificial Intelligence1

has permeated almost all areas in model design and use[13]. The range of applications in the

1In this RPS it is considered that Artificial Intelligence (AI) is the simulation of human intelligence by machines, including
the use of computer systems, which have the ability to perform tasks that demonstrate learning, decision-making, problem
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financial industry spans from credit rating, loan approval processes in credit risk to automated
trading, portfolio optimization, and scenario generation for market risk. These techniques can also
be useful in area such as fraud prevention, anti-money laundering, efficiency/cost control and for
the construction of marketing models. While machine learning continues to be explored in the
financial industry and has demonstrated significant uplift in this business area, in the banking
industry is still moving towards greater awareness of the model risks related to the use of machine
learning techniques, primarily for risk management purposes.

The primary drivers of AI risk in financial services can relate to three key stages of the AI
lifecycle: (i) data; (ii) models and (iii) governance. Interconnected risks at the data level can feed into
the model level, and then raise broader challenges at the level of the firm and its overall governance
of AI systems. Depending on how AI is used in financial services, issues at each of the three stages
(data, models, and governance) can result in a range of outcomes and risks that are relevant to the
supervisory authorities’ remits. The drivers of AI risk in financial services can occur at different
levels within AI systems, starting with the risks associated with the use of data to train, test, and
run AI models; which can feed into risks arising from the design and use of AI models themselves;
which can, in turn, lead to challenges for the governance structures necessary to manage those
risks[6]:

• Given that AI relies significantly on large volumes of data in its development (training and
testing) and implementation, data-related risks can be amplified and have significant implica-
tions for AI systems. Drivers of data risk can include errors in the training data, incomplete or
unrepresentative data, significant outliers or noise, historical data biases, insufficient data, and
more. Poor data preparation, validation, and management can also be drivers of risk.

• Poor AI model performance may result from data-related risks but also from a range of
model-related risks. These could include inappropriate model choices, errors in the model
design or construction, lack of explainability, unexpected behavior, unintended consequences,
degradation in model performance, model or concept drift, and more. As with data, poor
model risk management (including validation, change management, and monitoring) can also
be a driver of risk. The extent to which poor model performance leads to poor outcomes can
depend on the degree of autonomy of a model.

• At the governance level, the drivers of risk can include the absence of clearly defined roles
and responsibilities for AI, insufficient skillsets, governance functions that do not include the
relevant business areas or consider the relevant risks (such as ethical risks), a lack of challenge
at the board and executive level, and general lack of accountability.

It is important to note that if the drivers of risks are mitigated, then AI may deliver a number of
benefits. For example, the combination of high-quality data, appropriate model choices, and good
governance can result in a well-performing AI system and accurate outputs. Moreover, both the
benefits and risks that AI deliver are dependent on the context in which it is used and the purpose
for which the technology is deployed.

While the scope and depth of MRM frameworks may vary across firms, certain core principles
are fundamental to ensure effective MRM practices:

• Principle 1 - Model Identification and Model Risk Classification;

• Principle 2 - Governance;

• Principle 3 - Model Development, Implementation, and Use;

• Principle 4 - Independent Model Validation;

• Principle 5 - Model Risk Mitigants.

Below is a detailed overview of the principles mentioned above and more details regarding relative
sub-principles.

solving, and other tasks which previously required human intelligence, while Machine Learning (ML) is a sub-branch of AI.
AI, a branch of computer science, is complex and evolving in terms of its precise definition. It is broadly seen as part of
a spectrum of computational and mathematical methodologies that include innovative data analytics and data modelling
techniques[6].
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1.1 Model Identification and Model Risk Classification

Firms have an established definition of a model that sets the scope for MRM, a model inventory and
a risk-based tiering approach to categorize models to help identify and manage model risk.

The first principle is intended to dictate a comprehensive mapping of what a model is, through
the representation of the most significant data. To do this, the principle is broken down into three
sub-categories, described and analyzed below: definition, inventory and tiering.

1.1.1 Model Definition

The scope of an MRM framework is to give a formal definition of model, as mentioned at the
beginning of the paper, a model is defined as "a quantitative method, system or approach that applies
statistical, economic, financial or mathematical theories, techniques and assumptions to process input data"[12].
Moreover, the definition includes particular circumstances, when the input data have a substantial
impact on business decisions and are complex in nature: in this case, the firms should consider
whether to apply the relevant aspects of the MRM framework to these methods.

The evidence just cited, gives thought at the other important aspect that an MRM framework
should consider when defining it, and that is the promotion of consistency between business units
and legal entities.

Furthermore, where relevant deterministic quantitative methods based on decisions or algorithms
that are not classified as a model, have a substantial impact on business decisions and are complex
in nature, consideration should be given to applying the relevant aspects of the MRM framework to
these methods. The implementation and use of quantitative deterministic methods not classified as
models must be subject to robust and clearly documented management controls.

Regarding the correct classification of machine learning models as such, the already often
highly debated decision of whether certain algorithms should be considered a model becomes more
complicated as machine learning models take less traditional forms. As machine learning models
increase to not only provide support to the decision of human analysts but to autonomously take
that decision and directly communicate with clients, the SR 11-7[12] limitation to approaches with
outputs that are quantitative in nature, might not cover all types of machine learning models. The
exclusion in the SR 11-7 of ”more qualitative approaches [. . . ] which should also be subject to a rigorous
control process”[12] might not be sufficient. However, removing the criterion of the "quantitative
output" would widen the application scope of the guideline too much. A possible solution would be
to find another common criterion for machine learning methods with qualitative outcomes, such as
the degree of human control or their importance in business decisions, based on which the current
definition can be overwritten[13].

1.1.2 Model Inventory

A complete inventory of the model should be kept enabling the identification of the sources of model
risk and provide the management information necessary for model risk reporting. A complete and
accurate set of information relevant to model risk management must be kept for all models that are
deployed for use, under development for implementation, or decommissioned and which help to
identify all direct and indirect interdependencies between models to get a better understanding of
aggregate model risk. The main information to be reported within the model inventory should be:

• The purpose and use of a model;

• Simplifications and limitations of the model;

• Validation results;

• Governance details.

Regarding the correct classification of machine learning models as such, not all institutions
have at their disposal an automatically updated model inventory, and so must rely on punctual
registration and verification processes. Due to the change from a stable number of models to a fast
changing, unstable amount of machine learning models with short time-to-market requirements,
more iterative and automatized processes will be required[13].
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1.1.3 Model Tiering

Risk-based model tiering is used to prioritise validation activities and other risk controls throughout
the model lifecycle and to identify and rank those models that pose the greatest risk to a company’s
business operations and/or the safety and solidity of the company. A consistent, enterprise-wide
model tiering approach should be implemented that assigns a risk-based materiality and complexity
rating to each of their models.

The materiality of the model should consider both quantitative measures based on dimensions
and qualitative factors related to the purpose of the model and its importance considering the
potential impact on the solvency and financial performance of the undertaking. The assessment of
the complexity of a model should consider the risk factors that are:

• The nature and quality of the input data;

• The choice of methodology;

• The requirements and integrity of implementation;

• The frequency and / or extent of use of the model;

• The use of alternative and unstructured data;

• Measures of the interpretability, explain ability, transparency of a model and of the potential
presence of designer or data bias.

The enterprise-wide model tiering approach should be subject to periodic validation or other
critical and objective review by an informed party to ensure the continued relevance and accuracy
of the model tiering.

The wide range of different emerging machine learning technologies with multiple different
formulations, applications and data usage, might require a different risk factors and tiering systems,
for example[13]:

• Existing Dimensions of Materiality / Exposure and Relative Importance. While the material-
ity of the exposure and the relative importance remain relevant criteria, effects related to the
relative importance might be extended. While regulatory relevance is still a relevant criterion,
risks of non-compliance with further regulation - previously deemed to be controllable - such
as GDPR data requirements or the discrimination of minorities through model biases, are to
be considered.

• Complexity of Methodology and Design. The complexity of the model design becomes more
relevant than ever. For machine learning models new ways of comparing the model complexity
have to be found. This can encompass the chosen methodologies that determine the level of
interpretability or indicators of the level of transparency, such as the number of hidden layers
or the number of parameters.

• Data Usage. Data drives the complexity of the ML methodology and thus the difficulty
in assessing the model components. Influencing factors to be evaluated are the volume of
required data or number of data features, the complexity of data structures, the quality of data
and whether there are variable interactions and transformations.

• Output Parameters. A further decisive factor is whether the model in question is based on
supervised machine learning or based on unsupervised learning, in which there is no direct
way to evaluate output accuracy.

• Model Recalibration. An institution might determine if the model in question is static or
requires continuous recalibrations. Thereby, the complexity varies depending on whether a
potential recalibration of the model would require an entire redevelopment, or if the initial
model structure might be maintained and only retraining the model with recent data would
be required.
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• Testing and Monitoring. The capacity to conduct effective challenge drives the model priori-
tization, including the availability of benchmark models, the availability of cross validation
testing showing good performance, and parameter stability across the samples. Taking all the
previous aspects into account, a risk-level can be assigned to the machine learning model as
it can for traditional models, based on which the intensity of further actions throughout the
model lifecycle can be determined.

Taking all the previous aspects into account, a risk-level can be assigned to the machine learning
model as it can for traditional models, based on which the intensity of further actions throughout
the model lifecycle can be determined.

1.2 Governance

Firms have strong governance oversight with a board that promotes an MRM culture from top
through setting clear model risk appetite. The board approves the MRM policy and appoints an
accountable individual to assume the responsibility to implement a sound MRM framework that
will ensure effective MRM practices.

Within this principle there are 6 sub-categories: Board of Directors’ responsibilities, SMF
accountability for MRM framework, policies and procedures, roles and responsibilities, internal
audit and externally developed models, third party and vendor products.

1.2.1 Board of Directors’ Responsibilities

To have a comprehensive firm-wide MRM framework, the board should reasonably operate according
to the following tasks:

• Promote the management of model risk as a risk discipline, going to define the roles and the
responsibilities clearly.

• Establish a risk appetite commensurate with the nature and type of models used (i.e., measure
of effectiveness in the design and operation of the MRM framework, ability to identify models
and approve or restrict their use; definition of the thresholds for acceptable model performance
and tolerance for errors otherwise, effectiveness of use of model risk mitigants and oversight
of the use of experts).

• Be able to require questions about the results of the most important models, such as limits
and limitations of the models or the potential impact of performances.

Furthermore, the board should receive regular reports on the risk profile of the firm’s model
versus its model risk by questioning the performance of key models, looking at their capabilities
and limitations (operations and operating), their potential impact in the event of poor performance
and what mitigation measures they would put in place should performance deteriorate.

1.2.2 SMF Accountability for MRM Frameworks

To ensure the effectiveness of the MRM framework, firms must identify the most appropriate Senior
Management Function (SMF) within the firm’s organizational structure and risk profile to assume
overall responsibility for model management. The relevant SMF should be the highest-level person
with responsibility for the risks arising from the models managed by the enterprise. The SMF’s
statement of responsibility should include:

• The establishment of policies and procedures to make the MRM framework operational and
compliant;

• Assigning the roles and responsibilities of the framework;

• Ensuring effective challenge and independent validation;

• Evaluate and review model results and validation and internal audit reports;
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• Take timely corrective measures, when necessary, to ensure that model risk remains within the
risk limits approved by the board of directors;

• Ensure sufficient resources, adequate systems and infrastructure to ensure adequate data.

1.2.3 Policies and Procedures

Firms should have clearly documented policies and procedures that formalize the MRM framework
and support its effective implementation. Firm-wide policies should be approved by the board and
reviewed on a regular basis to ensure their continued relevance. The main issues to check are the
follow:

• The firms’ model risk appetite and profile;

• The economic and business environment and the regulatory landscape the firm operates in;

• New and advancing technologies the firm is exposed to.

Also with regard to the life cycle of the model, there should be policies and procedures in
this regard, in order to ensure that the models are used respecting the purpose for which it was
developed and therefore suitable for the use for which it was proposed at the beginning; furthermore,
checks should be carried out on an ongoing basis in order to allow the identification of any risks
linked to the model so that they can be dealt with promptly. These should address:

• The definitions of model and model risk, and any external taxonomies used to support the
model identification process.

• What approach model tiering should take and define standards for development, validation
and for measuring and monitoring for model and its performance.

• Which model development’s standards to include through the vision, for example, of criteria,
documentation, or performance assessment.

• Which data quality management procedures to refer to.

• Which standards for model validation to refer to; the criteria to determine the re-validation
and the processes to effectuate an effectiveness monitoring of activity, including those relating
to reporting of validation results and remedial actions.

• How to base the main risk mitigation factors of the model.

• Carry out the model approval process and its possible modification.

1.2.4 Roles and Responsibilities

Roles and responsibilities are allocated to staff with appropriate skills and experience to ensure the
MRM framework operates effectively. Firms should clearly document the roles and responsibilities
for each stage of the model lifecycle. Responsibility for model performance monitoring and the
reassessment of already implemented models should be clearly defined and may be undertaken by
model owners, users or developers, which should be documented for all models.

• The model owners are accountable for ensuring that the model’s performance is monitored
against the firm’s board- approved risk appetite for acceptable model performance. It is
assigned to the correct model tier after has undergone appropriate validation and the model is
recorded in the model inventory with its information accurate and up-to-date.

• The model users are accountable for ensuring that the model use is consistent with intended
purpose and know model limitations are taken into consideration when the output of the
model is used.

• The model developers are accountable for ensuring that the research, development, evaluation
and testing of the model are conducted according to firm’s own standards.
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The adequacy of model performance monitoring is a key area of consideration by model
validators; having the technical expertise in line with the business using the model, can express
a critical opinion on the suitability and soundness of models for their intended use and they
also have the organization position and incentives to promptly report relevant exceptions and/or
inappropriate use of models.

1.2.5 Internal Audit

Internal Audit (IA) should periodically assess both the effectiveness of the MRM framework for
each component of the model life cycle and the overall effectiveness and compliance with internal
policies. The results of AI’ assessments should be documented and reported to the board and
relevant committees in a timely manner.

It is also important that there is an AI review, which should independently verify the adequacy
of internal policies and procedures. The main areas to be stressed refer to the control of the model’s
risks, to the verification of the validation staff - who should have the experience and skills to provide
an objective evaluation of the model - and of the owners of the model and, moreover, that the model
risk control functions comply with the indications coming from internal policies and procedures.

1.2.6 Use of Externally Developed Models, Third Party and Vendor Products

The board of directors and senior management are ultimately responsible for risk management of
the model, even when outsourcing or third-party arrangements are involved. In this case, companies
should ensure third-party vendor models are validated against their own internal MRM standard by
carrying out acts with the purpose of verifying the goodness of the data provided by the vendor and
its assumptions. Then validation related to the use of the model is conducted supported by ongoing
monitoring and analysis activities of the supplier’s model results compared with performance from
internally produced models.

Similarly, rules are also dictated for subsidiaries that use models developed by their parent-
group. These should demonstrate that the parent group has implemented an MRM framework and
model development and validation standards. Data and assumptions for the subsidiary’s intended
application of the model are analyzed, and finally, subsidiaries should ensure that the intensity and
rigor of model validation is appropriate for the model level classification.

1.3 Model Development, Implementation and Use

Firm have a robust model development process with standards for model design and implemen-
tation, model selection, and model performance measurement. Testing of data, model construct,
assumptions and model outcomes are performed regularly in order to identify, monitor, record and
remediate model limitations and weaknesses.

Within this principle there are 6 sub-categories: model purpose and design, the use of data, model
development testing, model adjustments and expert judgment, model development documentation
and supporting system.

1.3.1 Model Purpose and Design

The design of the model should be suitable for the intended use. The choice of variables and
parameters should be conceptually sound and support the design objectives. The calculation
parameter estimates and the underlying assumptions of the models, together with mathematical
theory should be correct and reasonably valid. Furthermore, the choice of modelling technique
should be conceptually sound and supported by published research or generally accepted industry
practice. The output of the model should be compared with the outcomes of alternative theories or
approaches and benchmarks.

Model users and other stakeholders should be aware the merits and limitations of a model under
different conditions and the sensitivities of model output to changes in inputs to determine the
operating boundaries of the model.
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1.3.2 The Use of Data

The model development process should demonstrate that the data used to develop the model are
suitable for the intended use, consistent with the chosen theory and methodology and representative
of the underlying portfolios, products, assets, or customer base the model is intended to be used for.

The model development process should ensure there is no inappropriate bias in the data used
to develop the model and that their usage is compliant with data privacy and other relevant data
regulations. When the data used to develop the model are not consistent with the model’s purpose,
the potential impact should be assessed, and the potential limitation should be considered in the
model’s tier classification to reflect the higher model uncertainty. All information about adjustments
made to the data used to develop the model and proxies or interconnected data sources and the use
of alternative and unstructured data, should be clearly documented. In the case of interconnected
data sources and/or use of alternative, unstructured data, they should be identified and recorded in
the model inventory.

The considerations made previously can be intensified moving on to dealing with models
built with artificial intelligence techniques: distortions may occur within the data sets that could
cause malfunction and exposure to problems excluded from the training/test data. In these cases,
it becomes important to be able to take advantage of the new metrics on data quality such as
representativeness and completeness[6].

For machine learning models with "black box" character, for which a profound explanation of
the input-output-relation is impossible, the focus should lie on the more explainable framework
components of the entire model application such as data inputs and human decisions made related
to the model and its outcomes. The data which is used to build, train, and apply the model becomes
an increasingly critical aspect regarding the accuracy and explainability of machine learning models,
the use of greater amounts of (often unstructured) data from several sources demands more precise
advice on data requirements to prevent specific risks related to machine learning[13].

1.3.3 Model Development Testing

Model development tests must demonstrate not only that the model performs as intended, but also
its quality. As for the model developers, they are asked to provide the essential outlines of the
monitoring package that will be used to check the performance of the model during its use. The
presence of model development tests serves to establish the operational limits within which model
performance is expected to be acceptable and verify that model performance is in line with model
design goals.

If there is a need to make substantial changes to the model, development tests are planned,
which should include a comparison of the model output before the change and the corresponding
output after the change with the actual observations and results.

Whereas traditional financial models are usually rules-based with explicit fixed parameterisation,
AI models are able to learn the rules and alter model parameterisation iteratively. There are three
main reasons that push to implement a model with AI techniques:

• Firstly, the speed and frequency at which the models update (with some AI models able to
learn continuously);

• Secondly, the scale in terms of the volume of data needed to train the models and the number
of features that are used as inputs;

• Thirdly, the complexity of certain techniques, such as convolutional neural networks, which
can make them opaquer (the so-called "black box problem").

All the reasons represent a change of pace compared to traditional models. AI may also pose some
novel challenges for governance, especially where the technology is used to facilitate autonomous
decision-making and may limit or even potentially eliminate human judgement and oversight from
decisions. Some of the data and model issues can also have implications for governance[6].
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1.3.4 Model Adjustment and Expert Judgment

Firms should be able to demonstrate that risks relating to model limitations and model uncertainties
are adequately understood, monitored, and managed, including by expert judgement. To address
model limitations, during the model development process should be appropriate to use expert
judgement to make the model adjustments (input, assumptions, methodology, or output).

Model adjustments should be adequately justified and clearly recorded in the model inventory.
The implementation of such decisions must be properly documented and subject to appropriate
governance. If adjustments are directed to a feeder model-whose output is the input to another
model - or to a sub-model of a model system, the impact these adjustments have on the models
related to them should also be assessed. it is necessary to make the owners and users of the
affected models aware of the adjustment that has taken place and its scope of impact adjustments.
The use conservatism from the firm should be adequately justified and supported by appropriate
documentation and should be consistent with the model’s design objectives.

Model owners or developers should be able to demonstrate a clear link between model limitations
and the reasons for model adjustments. These should be directly responsible for developing and
implementing clear remedial plans.

The materiality related to model adjustments should need a process able indicative if flawed
model design or misspecification in the model construct and whether it is the case to use remedial
actions as model recalibration or redevelopment.

1.3.5 Model Development Documentation

Firms should have comprehensive, and up-to-date documentation on the design, theory, and logic
underlying the development of their models, in such a way that also the independent third-party,
with the relevant expertise, would be able to understand how the model operates. In particular, the
model documentation should include information about:

• The data on which the model is based and its use (i.e., a description of the sources, any proxies
for the data and the results of the data quality, accuracy and relevance tests).

• Which and how the methodological choices were made (i.e., the modeling techniques adopted,
and the hypotheses or approximations made, the details of the processing components that
implement the theory, the mathematical specifications and the numerical and statistical
techniques).

• Which model performance tests have been carried out and what results they have led to (i.e.,
the motivation for the choice of tests or criteria selected, the details of the tests and / or the
criteria useful for its monitoring).

• Details relating to its limitations and information relating to possible appeals to expert
judgment (i.e., the nature and extent of the model’s limitations and a description of how these
will be addressed over time).

Regarding the machine learning models, the validation function should spend special attention
and perform a deep and thorough review of model documentation to ensure that clarity, inter-
pretability, and traceability of the models are up to the highest standards. In the case of model use,
validation mandate is normally focused on (i) reviewing and challenging the procedures through
which the first line of defense ensures that models are used exclusively for the purpose for which
they were designed and approved, and whether that is indeed the case and (ii) assessing the proce-
dures through which users provide feedback on the models. The peculiar case of machine learning
models only further emphasizes the need for this assessment. In some cases, ad hoc workshops are
organized between model owners, developers, validators, and users, where the new model approach
is discussed, and users are explicitly trained and encouraged to observe and promptly report to
model developers on any anomalous behavior in the model[13].
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1.3.6 Supporting Systems

Models should follow validation and approval procedures based on how they have been imple-
mented: (i) information systems or (ii) environments. After a first step in which the actual carrying
out of tests is verified, it is passed to verify that - the rigorous quality controls foreseen - are carried
out according to the intended purposes of the model and / or systems.

The next step is to have the companies periodically reassess the adequacy of the intended
purpose of the model and / or systems and, if necessary, adopt the appropriate corrective measures
to ensure their adequacy.

1.4 Independent Model Validation

Firms have a validation process that provides ongoing, independent, and effective challenge to
model development and use. The individual/body within a firm responsible for the approval of a
model ensures that validation recommendations for remediation or redevelopment are actioned so
that models are suitable for their intended purpose.

Within this principle there are 5 sub-categories: the independent validation function, independent
review, process verification, model performance monitoring and periodic revalidation.

1.4.1 The Independent Validation Function

Validation function provide an objective, unbiased and critical opinion on: (i) suitability and
soundness of models; (ii) design and integration; (iii) accuracy, relevance and completeness of the
data; (iv) the output and reports. It should be also responsible for the independent review and the
periodic re-validation of models while model owners stay the responsible for model performance.
The performance monitoring and verification of the model should be share between model users,
owners and validators. The validation function should have sufficient organizational standing to
provide effective challenge and have the possibility to escalate concerns around model usage and
MRM in a prompt and timely manner

Given the great numbers of machine learning models, the frequently changing model functioning,
and the greater impacts of errors, automatized ongoing controls become more relevant. Main changes
from the review framework of traditional models can be observed in the three domains of review
frequency, validation stakeholders/responsibilities, and review content[13].

A first aspect should concern the frequency of validation. The monitoring could be considered a
different way to do validation. For machine learning models, it is necessary to review and evaluate
the correct functioning of the model, which higher frequencies than the timescales envisaged for
normal models (annual check usually). The main indicators that confirm whether the model works
appropriately are following:

• Observed changes in key input values;

• Established KPIs, which might be centered around early warning signs regarding the data or
functioning of the model such as potential biases or unachieved targets, as well as external
events like regulatory, legal, and technological changes;

• The business volume of the model, given that the frequent assessment will lead to results that
are more volatile.

A second aspect should instead concern the validation stakeholders. Given the connectivity of
machine learning models with an increased number of stakeholders, regarding both the input data
sources as well as the use of the model outputs and the additionally affected risk areas, the different
areas which should be involved as controlling instances from the beginning of the development
onward should encompass stakeholders from additional domains. Those members having higher
familiarity with machine learning models might be included in the committees to avoid the rejection
of models due to the lack of understanding of the underlying functioning.

Finally, as a third and last aspect, the validation content should be taken into consideration. The
following tests gain relevance for ”black − box models” or in situations where only the inputs and
outputs of a model are observable:
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• Focus on the Implementation. A stricter validation of the implementation in the production
environment becomes more important to ensure that the code is correct, and it cannot be
altered except by approved parties, and that all changes are logged and can be audited.

• Benchmarking. The comparison of the model results to classical models is recommended in
order to understand the reason for any deviation.

• Assessment Based on Different Data Sets. The advice on analyzing the "in sample fit and
model performance in holdout samples" is one of the main applicable tests for machine learning
models.

• Assessment of Specific Cases. As in the case of traditional models, extreme situations should
be assessed. This not only encompasses stress testing through extreme input data values, but
also the analysis of specific cases in which the decision has been made in favor of an obligor
that was exactly on the edge of being neglected.

• Backtesting. Since there is no longer a straightforward relation between inputs and outputs,
Classical tests such as sensitivity analysis and mean square error may become ineffective;
it would be advisable to switch to techniques more suitable for this context as K-fold cross
validation.

• Reporting Component. The assessment of model outputs "as part of validation to verify that
they are accurate, complete, and informative and that they contain appropriate indicators of model
performance and limitations" is relevant regarding the detection of potential biases in the model
outcomes.

1.4.2 Independent Review

All models should be subject to an independent review to ensure that models are suitable for their
intended use. The independent review should cover all model components -including model inputs,
calculations, and reporting outputs - and assess the conceptual soundness of the underlying theory
of the model, and the suitability of the model for its intended use. It should also do critically analyse
the quality and extent of model development evidence and evaluate qualitative information and
judgements used in model development. Finally, it should conduct additional testing and analysis
to enable potential model limitations to be identified and addressed on a timely basis.

The nature and extent of independent review should be determined by the model tier and, where
the validation regards a model change, commensurate to the materiality of the model change.

1.4.3 Process Verification

Firms should conduct an appropriate verification of model processes and systems implementation.
Among the main verification activities there are:

• Verify that the model inputs are representative and compliant with internal data quality control
and reliability standards;

• Verify that the calculations and implementation are accurate, controlled and auditable and the
reporting outputs are accurate, complete and appropriately designed for their intended use.

When validating machine learning models, an initial hurdle is how to assess the model input
and data used for their development[13].

• A first challenge is data representativeness gathered from a variety of sources, merged, trans-
formed, and sometimes sampled and filtered using automated machine learning techniques.
While Traditional representativeness analyses are usually still valid, it may be overly complex
to assess every single step in the data transformation process if are using machine learning
techniques. Now it is possible to continue to use classical methods such as result-oriented
approach.
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• A second challenge involves data traceability and data quality. The answer relating to the
quality of the original data typically exceeds validation’s remit and relies on whether the source
system is certified as a golden source. That is, several control checkpoints are established
throughout the data transformation process, and simple comparison indicators are observed
in each intermediate dataset, together with the rationale provided by model developers about
why and how records are transformed or filtered out.

• A third challenge, notably more difficult than the former, involves feature engineering and
the construction of synthetic variables that will be an input for the model estimation. In this
case, validation units are commonly focusing on two aspects: (i) challenging the theoretical
description of the algorithm and (ii) deep analysis of the actual engineered variables in the
resulting dataset.

While validation teams are commonly more focused on the analysis of the model and its
input data, some of them are traditionally less interested in assessing the correct calculations and
implementation of the model - especially in those regions where this is not strictly required by
regulation. Model monitoring, and therefore also its implementation, is also a requirement of most
regulators who require models to be periodically monitored to ensure that they continue to be fit
for purpose and, if not, to act differently. In the case of machine learning models, the validation
function will periodically review the set of monitoring KPIs set for the model output and potentially
propose additional indicators to be monitored periodically, such as overfitting prevention metrics, a
performance analysis on specific subpopulations or indicators oriented towards interpretation of the
model[13].

1.4.4 Model Performance Monitoring

With the aim of evaluating the performance of the model, all enterprises should perform the model
performance monitoring through a comparison between the thresholds effective and those obtain
by the test effectuated during the model development stage. To ensure this, the activity should be
carried out on an ongoing basis to ensure that model performance, including parameter estimates
and constructs, are appropriate and valid and that the assumptions are applicable for the model’s
intended use. It should also assess model adjustments, recalibration, redevelopment or the replace
of model and whether the model has been used beyond the model operating boundaries.

For an accurate model performance monitoring is possible to use a range of tests - benchmarking,
sensitivity testing, analysis of overrides, parallel outcomes analysis - used to make comparisons
with previous performance.

Finally, it is important that the outcomes of the model monitoring conducted frequently, should
produce timely and accurate reports that should be independently reviewed.

1.4.5 Periodic Revalidation

Firms should undertake regular independent revalidation of models to determine whether the
model is operating as intended and, if necessary, update the results based on the previous validation.
The frequency at which periodic revalidation should be performed, it should be consistent with the
tier model.

1.5 Model Risk Mitigants

Firms have established policies and procedures for the use of model risk mitigants when models are
under-performing and have procedures for the independent review of post-model adjustments.

Within this principle there are 3 sub-categories: process for applying post-model adjustments,
restrictions on model use and expectations and escalations.

1.5.1 Process for Applying Post-Model Adjustments

Firms should have a process for applying post-model adjustments (PMAs) to address model
limitations where risks and uncertainties are not adequately reflected in models or addressed as part
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of the model development process. In order to have a representation of the adjustments made, each
process should be documented in policies and procedures and should include a governance and
control framework and there should also be a clear indication of the outcomes that the adjustments
have led. The outcomes of processes for applying PMAs should be similar for all model types and
focused on ensuring that there is a clear rationale for the use of PMAs; which should be applied in
a systematic and transparent manner.

For PMAs from material models or portfolios should not only be reported in the documentation,
but it is also supported and provided by senior management and the appropriate level of authority -
senior management, risk committee, audit committee. The documentation that describes the PMAs
should include the following issues: (i) a clear justification containing the reasons why PMAs have
been applied; (ii) the criteria to determine calculation, reduction e remotion of PMAs; (iii) triggers
for prolonged use of PMAs; (iv) the approach to perform root cause analysis; and (v) criteria to
determine the possible incorporation into existing models of newly data/techniques.

Firms should have a process to consider whether the materiality of PMAs, or a trend of use of
recurring PMAs for the same model limitations, are indicative of flawed model design and consider
the need for remedial actions to the extent of model recalibration or redevelopment.

1.5.2 Restrictions on Model Use

Firms should consider placing restrictions on model use when significant model deficiencies or
errors are identified during the validation process, permitting the use of the model only under strict
controls or mitigants and placing limits on the model’s use including prohibiting the model to be
used for specific purposes.

The process of managing significant model deficiencies - with themes as recording the nature of
the issues and tracking the status of remediation in the model inventory - should be adequately
documented and reported to key stakeholders.

1.5.3 Explanations and Escalations

For exceptions - as material models - all firms should formulate them they would allow model use
and model performance; they should implement formally approved policies and procedures in
order to manage these exceptions, as well as to setting out the escalation procedures to be followed.

Regarding the exceptions for model use, should be temporary nature, subject to PMAs and
both reported and supported by stakeholders and senior management. If it is a matter of handling
exceptions arising from model performance, there is a different procedure: the firms should have
clear guidelines for determining how much is the maximum tolerance on them and, furthermore,
should be subject to appropriate risk controls and mitigants once defined triggers and thresholds
are breached.

For firms it would be appropriate have escalation processes in place so that the key stakeholders
are promptly made aware on the notification and reporting responsibilities of model owners and
validators in an exception event - that should be clearly describe inside the escalation process - and
how impose restrictions on the model’s usage. Finally, should indicate who is internal audit and
how often the review will be done periodically.

2. Conclusions

Inadequate or flawed design and implementation, and inappropriate use of models could lead to
adverse consequences that pose risks to the safety and soundness of banks and overall financial
stability. Furthermore, the use of models is continuing to increase and become increasingly complex
with the introduction of new types of models (i.e., quantifying the financial risks associated with
climate change and the introduction of AI and ML techniques)[7].

The approach proposed in the previous chapters of this paper provides for an application to all
banks that consistently use models to have an efficient and effective model risk management [8].
These banks should appropriately assign model risk management framework responsibilities and
involve the board of directors in firms’ MRM governance processes, as key to sound and effective

www.iasonltd.com 19



Research Paper Series

MRM practices. Furthermore, they should report on the effectiveness of MRM for financial reporting
to their audit committee on a regular basis, and at least annually, and ensure that this report is
available on a timely basis, to facilitate effective audit planning. The effectiveness of MRM for
financial reporting is relevant to the assessment of the risk of material misstatement as part of the
statutory audit.

Also considering the increasingly complex with the introduction of new types of models, the
definition of a "model" should be cross-cutting and define the overarching framework for firms’
MRM; the use of AI technology in modelling techniques such as ML introduces risks unique to the
use of the technology, but also magnifies existing model risks associated with the use of (non-AI
and ML) models. Indeed, machine learning has already permeated the financial industry to a
considerable extent. Some banks have already developed frameworks to deal with the model risks
of machine learning applications, while other banks are still in the midst of soul searching for viable
starting points[13]. There definitely is a need to share emerging industry best practices and to
develop a comprehensive framework to assess model risks in machine learning applications.

The appropriate framework for ML model validation should define the set of qualitative and
quantitative analyses aimed at verifying the methodologies adopted for the evaluation of inter-
nal models adopting ML techniques. This framework should include for each relevant aspect of
the methodology, the analyses and tests useful to investigate (i) model design; (ii) model perfor-
mances and (iii) benchmarking analyses[2]. The adequacy of methodological choices to regulatory
requirements in model design phase is examined on the basis of the following principles:

• Model Structure. The assessment of the model structure choice of the modelling approach
and calibration of hyperparameters should be considered.

• Documentation. Documentation must be drawn up that provides all the information necessary
to the competent authorities and notified bodies to demonstrate that it complies with all
regulatory requirements.

• Human Oversight. Surveillance measures must be envisaged in such a way to be effectively
supervised to avoid or promptly correct unintended results.

• Explainability. Explainability is the extent to which the internal mechanics of a system can be
explained in human terms. The more explainable a model, the deeper the understanding that
humans achieve in terms of the internal procedures that take place while the model is training
or making decisions.

To verify the model performances, banks should identify a set of analysis and diagnostic tests
aimed at verifying the adequacy and robustness of the model outcomes, complementing standard
model performance tests.

• Overfitting. A model is defined as overfitted if in the calibration process it has adapted
excessively to the observations present in the training dataset so as to highlight a significant
decrease in performance when applied to a sample other than that used for calibration.

• Stability. A model is said to be stable if its functional form doesn’t substantially change when
fed with a meaningful alternative training set for the purpose of parameter estimation.

• Robustness. A model is said to be robust if its performance doesn’t substantially change when
evaluated on a meaningful alternative testing set.

• Interpretability. The interpretability of a model is defined by the extent to which cause-and-
effect relationships can be identified within the entropy of system’s inputs and outputs. The
interpretability of models allows to more easily identify their potential malfunctioning or
unintended results and to correct them by replicating the underlying features allowing to
detect their root-causes.

• Representativeness. The lack of representativeness of the data used in the development
process compared to those used in the application could lead to unexpected and significant
reductions in performance.
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• Fairness. ML models adapt very easily to individual data schemes which could be distorted
and sub-sampled/over-sampled against specific reference subpopulations.

In the context of ML models, banks should benchmark their performance with alternative models
inherently characterized by a lower level of complexity. As from one side ML models typically
ensure higher model performances, their complexity vis á vis traditional models, might increase
the exposure to overfitting risks as well as be a cause of instability, hinder the interpretability and
explainability of model outcomes, exacerbate the variability over time of model outcomes where
more stable outcomes would be appreciable.

• Complexity. The concept of complexity implies the evaluation of the efficiency of the algorithm
in terms of the trade-off between predictive performance and the complexity of the algorithm
in terms of certain characteristics. Less complex models can be more easily verified and
monitored in internal validation and auditing processes.

Finally, the following are some other transversal aspects in considering the ML within the Model
Risk Governance:

• Building on the Existing Model Risk Framework. Financial institutions and supervisors
have been gaining a lot of experience in model risk in recent years that could serve as a solid
foundation for model governance arguments related to ML[6]. The framework needs to be
reviewed and adapted considering methodology, analyses tests tailored on ML models (as
reported above); this will also have implications for the related measurement of Model Risk.

• Consider the New Role of Data. ML depends primarily on data; the most important role of
data must be addressed within the framework of Model Risk Governance and in the relative
model risk measurement.

• Add New Perspectives to the Model Inventory. ML could increase the relevance of ethical
aspects due to the distortion of the data (i.e., bias), the comprehensibility of the model results
and the role of the recalibration process; To facilitate a complete model risk management
picture, these attributes must be considered in the MRM Model Inventory.

• Team Qualification and Adequate Skills. Banks will need to equip their team with sufficient
knowledge and practical experience in ML techniques; this requires specific training and
the inclusion of both internal and external specialists in working groups to speed up the
acquisition of these skills[13].
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